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DOHODA O OCHRANE OSOBNYCH
UDAJOV

CLANOK 1: Ugel

Strany ber( na vedomie, ze na ucely Platnych
pravnych predpisov o ochrane Udajov je, v
suvislosti s akymikolvek Osobnymi tdajmi, Klient
Spravcom Uudajov a spolognost Easytrip BV je
Spracovatelom udajov.

Spracovatel Udajov sa zaviazal poskytovat
Spravcovi tdajov sluzby v sulade so zmluvou.

V ramci svojich vysSie uvedenych zmluvnych
vztahov sa zmluvné strany zavazuju dodrziavat
Platné pravne predpisy o ochrane osobnych
Udajov, vratane ustanoveni vseobecného
nariadenia Eurépskeho parlamentu a Rady EU
2016/679 z 27. aprila 2016 o ochrane osobnych
Udajov, ktoré je uc€inné od 25. maja 2018 (dalej
len ,GDPR").

Tato Dohoda stanovuje zmluvné podmienky
dohodnuté zmluvnymi stranami v sulade s
¢lankom 28 ods. 3 GDPR. Podrobnosti o
operaciach spracovania udajov pre vSetky sluzby
uvedené v zmluve su uvedené v prilohe 1.

Tato Dohoda plati po dobu nie kratSiu, nez je
doba platnosti zmluvy.

CLANOK 2: Definicia

Na ucely tychto ¢lankov maju nasledujice pojmy
nizSie uvedeny vyznam:

a) ,Pridruzena spoloc¢nost“ je akakolvek
spoloCnost, ktora ¢as od Casu priamo alebo
nepriamo ovlada Stranu, je fiou ovladana alebo
je pod spoloénym ovladanim, pri€¢om ovladanim
sa rozumie priame alebo nepriame vlastnictvo
viac ako polovice cennych papierov s hlasovacim
pravom akejkolvek spoloénosti alebo pravomoc.
Gc€inne ovladat’ alebo nechat ovladat vedenie a
politiku spolo¢nosti prostrednictvom vlastnictva
cennych papierov s hlasovacim pravom alebo
podielu na hlasovacich pravach alebo inak;

b) ,Platné pravne predpisy o ochrane udajov“
znamenaju akykolvek zakon alebo nariadenie
tykajuce sa ochrany udajov, sukromia a/alebo
spracovania Osobnych udajov v rozsahu, v akom
sa vztahuju na povinnosti strany podla zmluvy a
tejto Dohody, vratane zékona o ochrane Udajov z
roku 1998, smernica o ochrane udajov

PERSONAL DATA PROTECTION
AGREEMENT

CLAUSE 1: Purpose

The Parties acknowledge that for the purposes of the
Applicable Data Protection Law, the Client is the
Data Controller and Easytrip BV is the Data
Processor in respect of any Personal Data.

The Data Processor has agreed to provide services
to the Data Controller in accordance with the
contract.

In the framework of their contractual relations
referred to above, the Parties undertake to comply
with Applicable Data Protection Law, including the
provisions of EU General Data Protection
Regulation 2016/679 of the European Parliament
and of the Council of 27 April 2016 applicable as
from 25 May 2018 (the "GDPR").

This Agreement sets out the contractual terms
agreed by the Parties as required by Article 28(3) of
the GDPR.

Details of the data processing operations for any
service(s) referred to in the contract are set out in
Schedulet.

This Agreement shall continue for no less than the
terms of the contract.

CLAUSE 2: Definitions
For the purposes of the Clauses, the following terms
shall have the meaning set forth below:

a) “Affiliate” shall mean any company from
time to time directly or indirectly controlling,
controlled by or under common control with
a Party, where control shall mean the direct
or indirect possession of more than half the
voting securities of any company or the
power effectively to direct or cause to be
directed, the management and policies of a
company through the ownership of voting
securities or voting interest or otherwise;

b) “Applicable Data Protection law” means
any law or regulation pertaining to data
protection, privacy, and/or the processing of
Personal Data, to the extent applicable in
respect of a party’s obligations under the
contract and this Agreement, including the
Data Protection Act 1998, the Data
Protection Directive (95/46/EC) and any
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associated regulations or instruments and other
date protection laws, regulations and regulatory
requirements applicable to each Party or any
other legislation or regulations that transpose
or supersede the above (including on and after
25 May 2018, the GDPR and laws
implementing or supplementing the GDPR ;

(95/46/ES) a vsSetkych suvisiacich predpisov
alebo nastrojov a akychkolvek dalSich
zakonov, nariadeni a regulac¢nych
poZiadaviek na ochranu Udajov, ktoré sa
vztahuju na kazda Stranu, alebo akychkolvek
inych pravnych predpisov alebo nariadeni,
ktoré vySSie uvedené prevadzaju do miestnej
legislativy alebo nahradzaju (vratane z 25.
maja 2018 a po tomto dni, GDPR a zakonov
vykonavajucich alebo dopifajicich GDPR);
c) ,Spravca udajov” (alebo ,Spravca“)
znamena fyzicku alebo pravnicku osobu,
ktora sama alebo spolo¢ne s inymi
urCuje Ucely a prostriedky spracovania
osobnych Udajov tak, ako je stanovené v
¢lanku 4 ods. 7 GDPR;

d) ,Spracovatelom udajov” (alebo

c) “Data Controller” (or the “Controller”)
means the natural or legal person which,
alone or jointly with others, determines the
purposes and means of the processing of
personal data, as set out in Article 4(7) of
the GDPR;

d) “Data Processor” (or “the “Processor”)
means a natural or legal person, public

. €DO authority, agency or other body which

~Spracovatelom®) sa rozumie fyzicka processes personal data on behalf of the

alebo pravnicka osoba, organ verejnej Controller, as set out in Article 4(8) of the
moci, agentura alebo iny subjekt, ktory GDPR.

spracuva osobné udaje v mene Spravcu

tak, ako je uvedene v clanku 4 ods. 8 e) “Data Subject” means an individual who is

GDPR. the subject of Personal Data;
e) ,Subjektom udajov‘ sa rozumie fyzicka
osoba, ktora je subjektom Osobnych udajov; f) “Personal Data” means any information

f) ,Osobné udaje“ su vSetky informacie tykajlce
sa identifikovanej alebo identifikovatelnej

relating to an identified or identifiable natural
person (a “Data Subject’); an identifiable

fyzickej osoby (,Subjektu udajov®);
identifikovatelnou fyzickou osobou je osoba,
ktord mozno priamo alebo nepriamo
identifikovat, najmad odkazom na urcity
identifikator, napriklad meno, identifikacné
Cislo, udaje o polohe, on-line identifikatore
alebo na jeden alebo viac osobitnych prvkov
fyzickej, fyziologickej, genetickej, psychickej,
ekonomickej, kultirnej alebo spolocenske;j
identity tejto fyzickej osoby tak, ako je
uvedené v ¢lanku 4 ods. 1 GDPR;

g) .Spracovanie® je akakolvek operacia alebo

subor operéacii, ktoré sa vykonavaju s
osobnymi dajmi alebo so subormi osobnych
Gdajov, €i uz automatizovane, alebo nie, ako
je zhromazdovanie, zaznamenavanie,
usporiadanie, Struktdrovanie, uchovéavanie,
prispbésobovanie  alebo  pozmeriovanie,
vyhladavanie, nahliadanie, pouzivanie,
oznamovanie prenosom, Sirenie alebo iné
spristupnovanie, zoradovanie alebo
kombinovanie, obmedzovanie, vymaz alebo
znicenie;

9)

natural person is one who can be identified,
directly or indirectly, in particular by
reference to an identifier such as a name, an
identification number, location data, an
online identifier or to one or more factors
specific to the physical, physiological,
genetic, mental, economic, cultural or social
identity of that natural person , as set out in
Article 4(1) of the GDPR;

“Processing” means any operation or set of
operations which is performed on personal
data or on sets of personal data, whether or
not by automated means, such as
collection, recording, organization,
structuring,  storage, adaptation  or
alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or
otherwise making available, alignment or
combination,  restriction, erasure  or
destruction;
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h) ,Technické a organizacné bezpecnostné
opatrenia“ znamenajli opatrenia zamerané na
ochranu osobnych udajov pred nahodnym alebo
nezdkonnym zni€enim alebo n&hodnou stratou,
zmenou, neopravnenym  oznamenim  alebo
pristupom, najma ak spracovanie zahfha prenos
Udajov po sieti, a pred vSetkymi ostatnymi
nezakonnymi formami spracovania.

CLANOK 3: Povinnosti Spravca Gdajov

Spravca Udajov sa zavazuje, ze prijme vSetky
nevyhnutné opatrenia tykajuce sa dodrziavania
povinnosti zo strany Spravcu samotného i jeho
zamestnancov, a najma zaru€uje a zavazuje sa, bez
obmedzenia, Ze:

» Spracovanie Osobnych udajov, vratane
samotného prenosu, bolo a bude vykonavané
v sllade s prislusSnymi ustanoveniami
Platnych pravnych predpisov o ochrane
Udajov (a pripadne bolo oznamené
prislusnym organom clenského Statu, v
ktorom je Spravca Uudajov usadeny) a
neporusuje prislusné ustanovenia tohto Statu.

Vynalozil primerané Usilie na to, aby zistil, ¢i
je Spracovatel udajov schopny plnit svoje
zakonné povinnosti podfa tejto Dohody.

Ziskal vSetky potrebné povolenia a
opravnenia nevyhnutné na to, aby
Spracovatel, jeho Pridruzené spoloCnosti a
Ciastkovi spracovatelia mohli vykonavat svoje
prava alebo plnit svoje povinnosti podla tejto
Dohody.

Spracovatelovi oznamia iba Osobné Udaje
nevyhnutné pre spracovanie vykonavané v
ramci sluzieb poskytovanych na zaklade
zmluvy.

Da Spracovatelovi Udajov pokyn na to, aby
spracovaval Osobné (daje akymkolvek
sposobom, ktory méze byt primerane
vyzadovany na to, aby Spracovatel Udajov
vykonaval spracovanie v sulade s touto
Dohodou av sulade s Platnymi pravnymi
predpismi o ochrane Udajov.

Poskytne Subjektu Udajov vSetky potrebné
informacie stanovené v ¢lankoch 13 a 14
GDPR tak, aby =zaistil spravodlivé a
transparentné spracovanie vo vztahu k
Subjektu Gdajov.

Zaisti, aby Spracovatel po cely ¢as
spracovania dodrziaval bezpecnostné
opatrenia a opatrenia na zachovanie
dbvernosti udajov.

« Zaisti, aby Spracovatel poskytol dostato¢né
zaruky ohladom zavedenia vhodnych
Technickych a organizacnych opatreni tak,

h) Technical and organizational security
measures” means those measures aimed at
protecting personal data against accidental or
unlawful destruction or accidental loss,
alteration, unauthorized disclosure or access,
in particular where the processing involves
the transmission of data over a network, and
against all other unlawful forms of processing.

CLAUSE 3: Obligations of the Data Controller
The Data Controller undertakes to take all necessary
measures pertaining to the compliance by itself and
by its personnel with its obligations and especially,
warrants and undertakes without limitation that:

» The processing, including the transfer itself,
of the Personal Data has been and will
continue to be carried out in accordance
with  the relevant provisions of the
Applicable Data Protection Law (and where
applicable, has been notified to the relevant
authorities of the member state where the
Data Controller is established) and does not
violate the relevant provisions of that state;

» It has used reasonable efforts to determine
that the Data Processor is able to satisfy its
legal obligations under this Agreement;

e It has obtained any and all necessary
permissions and authorizations necessary
to permit the Processor, its Affiliates and
sub-processors, to execute their rights or
perform their obligations under this
Agreement;

e Itwillcommunicate to the Processor only the
Personal Data necessary for the processing
carried out within the framework of the
services rendered under the contract;

e It shall instruct the Data Processor to
process the Personal Data in any manner
that may reasonably be required in order for
the Data Processor to carry out the
processing in compliance with this
Agreement and in compliance with
Applicable Data Protection law

e It will provide the Data Subject with all the
necessary information foreseen in Articles
13 and 14 of the GDPR to ensure fair and
Transparent processing in respect of the
Data Subject;

e It will ensure that the Processor complies
with  security and data confidentiality
measures throughout the processing period;

e It will ensure that the Processor provides
sufficient  guarantees as to the
implementation of appropriate
Technical and organizational measures so
that the processing meets the requirements
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aby spracovanie spifialo poziadavky platnych
pravnych predpisov o ochrane osobnych Gdajov a
zarucovalo ochranu prav subjektu Udajov (¢lanok
28 GDPR).

- Bude dohliadat na spracovanie a vykonavat
audity, pokial to bude povazovat za nevyhnutné.

CLANOK 4: Povinnosti Spracovatela

Spracovatel Udajov zaruCuje a zavazuje sa, bez
obmedzenia, Ze:

- Pri plneni tejto Dohody a zmluvy bude
dodrziavat vSetky platné pravne predpisy,
vratane Platnych pravnych predpisov o
ochrane Udajov.

- Osobné (daje bude spracovavat iba na
UCely popisané v Prilohe 1 av sulade so

zdokumentovanymi pokynmi a
opravneniami obdrzanymi od Spravcu
udajov.

- Osobné Udaje prenesie mimo Europskej
Unie iba v sulade s Clankom 12.

- Za ziadnych okolnosti (¢i uZz bezplatne
alebo nie) neoznamia Ziadne Osobné
Udaje tretej strane inak, nez na vyslovnu
pisomnu ziadost Spravcu udajov, ibaze je
takéto oznamenie nevyhnutné na splnenie
povinnosti vyplyvajucich zo zmluvy alebo
je  vyZadované platnymi  pravnymi
predpismi.

- Bude Spravca Udajov ¢o najskér
informovat, pokial podla jeho né&zoru
pokyn predstavuje poruSenie predpisov.

Spracovatel' idajov berie na vedomie a suhlasi s
tym, Ze pri spracovani Udajov a suborov, ku ktorym
ma pristup, mdze konat iba v sulade s touto
Dohodou. Spracovatel je povinny viest zaznamy o
spracovani Osobnych (dajov vykonavanom
menom Spravcu v sulade s ustanoveniami GDPR.
Spracovatel spristupni tieto zaznamy Spravcovi na
zaklade pisomnej ziadosti zaslanej doporuc¢enym
listom s doru¢enkou.

of the Applicable Data Protection Law and
guarantees the protection of the rights of the
Data Subject (Article 28 GDPR);

- It will supervise the processing and carry out
audits if it considers it necessary.

CLAUSE 4: Obligations of the Processor

The Data Processor warrants and undertakes
without limitation that:

- Itwill comply with all applicable law including
Applicable Data Protection Law in its
performance of this Agreement and the
contract.

- It will process the Personal Data only for
purposes described in Schedule 1 and in
accordance  with the  documented
instructions and authorizations received
from the Data Controller.

- It will transfer Personal Data outside the
European Union only in accordance with
Clause 12.

- It will not disclose any Personal Data to a
third party in any circumstances (whether
free of charge or not) other than at the
specific written request of the Data
Controller, unless such disclosure is
necessary in order to fulfil the obligations of
the contract, or is required by applicable law.

- It will inform the Data Controller as soon as
possible if, in his opinion, an instruction
constitutes a violation of the regulations.

The Data Processor acknowledges and accepts that
it may only act in accordance with this Agreement for
the processing of the Data and files to which it may
have access. The Processor shall maintain a record
of the processing of Personal data carried out on
behalf of the Controller, in accordance with the
provisions of the GDPR. Data Processor will make
the record available to the Data Controller upon
written request sent by registered letter with
acknowledgement of receipt.
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CLANOK 5: Bezpeénost a zabezpeéenie
Spracovatel udajov sa zavazuije, ze:

» Zavedie vSetky primerané postupy na zaistenie
doévernosti a bezpeénosti Osobnych Gdajov, ktoré
zahfiaju rovnaku mieru starostlivosti, akl pouziva
na ochranu vlastnych informacii podobnej povahy,
avSak v Ziadnom pripade nie menSiu, nez
primeranl mieru starostlivosti.

» Zavedie vhodné Technické a organizacné
opatrenia na ochranu dévernosti Osobnych Udajov
a na ochranu Osobnych Udajov pred nahodnym
alebo nezakonnym zni¢enim alebo nahodnou
stratou, skreslenim, pozmenenim, neopravnenym
zverejnenim alebo pristupom. Opatrenia sa musia
zaviest s ndlezitym ohladom na sU€asny stav
techniky, naklady na ich vykonanie a na povahu,
rozsah, kontext a Uc€ely spracovania a na réznu
pravdepodobnost a zavaznost rizik pre prava a
slobody fyzickych os6b.

» Spracovatel zavedie vhodné Technické a
organizatné opatrenia tak, aby spracovanie
Osobnych  Gdajov  Spracovatelom  spinalo
poziadavky Platnych pravnych predpisov o
ochrane osobnych udajov.

« Zaisti, aby sa osoby poverené spracovanim
Osobnych Udajov zaviazali dodrziavat povinnost
mi¢anlivosti o Osobnych U(dajoch a (daje
spracovavali iba na zéaklade zdokumentovanych
pokynov Spravcu.

» Spracovatel udajov poskytne Spravcovi, na jeho
predchadzajucu pisomnl Ziadost, podrobnosti o
zavedenych  technickych a  organizaénych
opatreniach.

CLAUSE 5: Safety and security
The Data Processor undertakes that:

. It shall implement all reasonable
procedures to ensure the confidentiality and
security of the Personal Data, which shall include
the same degree of care that it uses to protect its
own information of a similar nature, but in no event
less than a reasonable degree of care;

. It will have in place appropriate Technical
and organizational measures to protect the
confidentiality of the Personal Data and to protect
the Personal Data against accidental or unlawful
destruction or accidental loss, distortion, alteration,
unauthorized disclosure or access. The measures
must be implemented with due regard to the
current state of the art, costs of implementation and
the nature, scope, context and purposes of the
processing and the risk of varying likelihood and
severity to the rights and freedoms of natural
persons;

. The Processor shall implement the
suitable Technical and organizational measures in
such a manner that the processing by the
Processor of Personal Data meets the
requirements of the Applicable Data Protection
Law;

. It shall ensure that the authorized
persons to process Personal Data undertake to
respect the obligation of confidentiality of the
Personal Data and shall only process the data on
the documented instructions of the Controller.

. Upon prior written request, the Data
Processor will provide the Controller with details of
the technical and organisational measures
implemented.
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CLANOK 6: Buduci Spracovatel tdajov
Spravca Udajov Spracovatela Udajov vyslovne
opravnuje na to, aby spracovanie Osobnych
udajov v jeho mene zadal inému spracovatelovi
udajov.

V tejto savislosti Spracovatel udajov:

- uzavrie pisomnu zmluvu so svojim
subdodavatelom p6sobiacim ako spracovatel
udajov a ulozi mu rovnaké povinnosti v oblasti
ochrany Udajov, aké su stanovené v tejto
dohode av zmluve,

- ulozi svojmu spracovatelovi udajov vSetky
povinnosti potrebné na zabezpedenie
dovernosti, bezpecnosti a integrity Udajov a na
to, aby tieto Udaje neboli odovzdavané alebo
prenajimané tretej strane, ¢i uz bezplatne, alebo
nie, alebo aby neboli pouzivané na iné ako tu
definované ucely,

- bude pre Spravcu udajov viest zoznam
Spracovatela(ov) udajov podielajlcich sa na
spracovani Udajov, a na prvi pisomnu Ziadost
mu ho za$le.

V sulade s ¢lankom 28 ods. 2 GDPR bude
Spracovatel Udajov Spravca udajov informovat
0 vymenovani alebo vymene subdodévatela.

Spracovatel Udajov zostava plne zodpovedny za
plnenie svojich povinnosti svojim(i)
subdodavatelom(i).

GLANOK 7: Oznamenia

Spracovatel udajov bude Spravca udajov
informovat o:

(i) akékolvek pravne zavazné ziadosti o
spristupnenie Osobnych Udajov zo strany
organu c¢inného v trestnom konani, pokial to
nie je inak zakazané, napriklad zakazom
podla trestného prava za (celom
zachovania ddvernosti vySetrovania,

(i) akomkolvek nadhodnom alebo
neopravnenom pristupe a

(i) akékolvek ziadosti obdrzané priamo od
Subjektov udajov bez toho, aby na tdto

Ziadost odpovedal, pokial na to nebol inak
opravneny.

CLAUSE 6: Upcoming data processor

The Data Controller expressly authorises the Data
Processor to subcontractor to another data
processor the processing of Personal Data on its
behalf.

In this context, the Data Processor shall:

conclude a written agreement with its
subcontractor acting as data processor,
imposing the same data protection
obligations as those set out in this
Agreement and the contract;

impose on its data processor all obligations
necessary to ensure that the confidentiality,
security and integrity of the data are
respected, and that such data may not be
transferred or rented to a third party,
whether free of charge or not, or used for
purposes other than those defined herein;

keep at the Data Controller's disposal a
list of the Data Processor(s) involved in
the Data processing and send at first
written request.

In accordance with article 28 (2) of the GDPR, the
appointment or replacement of subcontractor by the
Data Processor will involve an information to the
Data Controller by the Data Processor.

The Data Processor shall remain fully responsible
for the execution by its subcontractor(s) of its/their
obligations.

CLAUSE 7: Notifications

The Data Processor shall notify the Data Controller
about:

(i) any legally binding request for disclosure of
the Personal Data by a law enforcement
authority unless otherwise prohibited, such
as a prohibition under criminal law to
preserve the confidentiality of a law
enforcement investigation,

(ii) any accidental or unauthorized access, and

(iii)y any request received directly from the Data
Subjects without responding to that request,
unless it has been otherwise authorized to
do so.
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CLANOK 8: Spolupraca
Spracovatel bude v nevyhnutnom a primeranom
rozsahu Spravcovi napomocny pri plneni jeho
povinnosti pri spracovani Osobnych Gdajov, na ktoré
sa vztahuje tato Dohoda, a to aj v suvislosti s:
. odpovedi Subjektom (dajov ohladom
vykonu ich prav, najmd prav Subjektu
Udajov stanovenych v ¢lankoch 15 az 23
GDPR,
. zabezpelenim suladu s povinnostami
Spravcu podla ¢lankov 32 az 36 GDPR s
ohladom na povahu spracovania a
informéacie, ktoré ma Spracovatel k

dispozicii,

. narusenim bezpec¢nosti,

. posudenim vplyvu a

. predchadzajuca konzultacia s organmi
dohfadu.

CLANOK 9: Porusenie ochrany osobnych udajov

Kazda Strana oznami druhej Strane poruSenie
zabezpecenia Osobnych udajov alebo potencialne
naruSenie zabezpecenia Osobnych (dajov ¢&o
najskor, najneskoér vSak do Styridsiatich 6smich (48)
hodin po tom, ¢o sa o nom dozvedela, a to najma
poruSenie zabezpelenia vedice k nahodnému
alebo nezdkonnému zni¢eniu, strate, zmene ,
neopravnenému zverejneniu alebo pristupu k
prenasanym, ulozenym alebo inak spracovavanym
Osobnym Udajom. Spracovatel Udajov bude so
Spravcom Udajov spolupracovat pri vykonavani
vSetkych vhodnych opatreni tykajlcich sa porusenia
alebo pripadne mozného poruSenia, vratane
napravnych opatreni.

Toto oznamenie sa zasiela osobe oznacenej ako
Poverenik na ochranu osobnych ddajov, a to
telefonicky a e-mailom, a potvrdzuje sa
doporu¢enym listom s potvrdenim o prijati. Pokial je
to mozné, bude v iom popisana povaha a dosledky
poruSenia zabezpeCenia osobnych Udajov a
opatreni, ktoré uz boli prijaté alebo ktorych prijatie je
navrhované na rieSenie tohto  porusSenia
zabezpecenia osobnych udajov.

Spracovatel Udajov sa zavazuje spolupracovat so
Spravcom udajov tak, aby bol schopny plnit svoje
zakonné a zmluvné povinnosti. Oznamenie tohto
poruSenia zabezpeCenia Udajov  prisluSnému
dozornému Uradu a pripadne Subjektom udajov je
vyhradnou zodpovednostou Spravcu udajov.

CLAUSE 8: Cooperation

The Processor shall to the necessary and
reasonable extent assist the Controller in the
performance of its obligations in the processing of
the Personal Data covered by this Agreement,
including in connection with:

« responses to Data subjects on exercise of
their rights, especially Data Subject's rights
laid down in Articles 15 to 23 of the GDPR,;

» ensuring compliance with the obligations of
the Controller pursuant to Articles 32 to 36
of the GDPR taking into account the nature
of processing and the information available
to the Processor;

* security breaches;

e impact assessments; and

e prior consultation of the supervisory
authorities.

CLAUSE 9: Data Breach

Each Party shall notify other Party a Personal Data
breach or a potential data breach as soon as
possible but not later than forty-eight (48) hours after
having become aware of the same, namely a breach
of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure
of, or access to, personal data transmitted, stored or
otherwise processed. The Data Processor will
cooperate with the Data Controller in implementing
any appropriate action concerning the breach or the
potential breach as the case may be, including
corrective actions.

This notification shall be sent to the person
designated as Data Protection Officer, by telephone
and email, and confirmed by registered letter with
acknowledgment of receipt. It will describe, where
possible, the nature and consequences of the
personal data breach, and the measures already
taken or proposed to be taken to address the
personal data breach.

The Data Processor is committed to collaborate with
the Data Controller to ensure that they are able to
meet their regulatory and contractual obligations. It
is the sole responsibility of the Data Controller to
notify this data breach to the competent supervisory
authority and, where applicable, to the Data
Subjects.
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S vynimkou pripadov vyzadovanych prislusnymi
zakonmi oznamujlca strana neurobi (ani nedovoli
ziadnej tretej strane, aby urobila) ziadne vyhlasenie
tykajuce sa narusenia bezpecnosti, ktoré by priamo
alebo nepriamo odkazovalo na druhu stranu, pokial
na to druhd strana neudeli vyslovny pisomny suhlas.

CLANOK 10: Kontrola

V pripade kontroly zo strany prislusného dozorného
Uradu sa Spravca a Spracovatel Udajov zavazuju
vzajomne spolupracovat, najma si navzajom
poskytovat  v8etky potrebné informacie, a
spolupracovat s dozornym Gradom.

Spracovatel Udajov bude Spravca Udajov
bezodkladne informovat v pripade kontroly
vykonavanej dozornym Uradom v suvislosti so
spracovanim Udajov Spravcom Udajov.

Spracovatel Udajov sa zdrzi prijimania akychkolvek
zavéazkov v jeho mene.

CLANOK 11: Prava Subjektu Gdajov

Spracovatel Udajov poskytne Spravcovi Udajov, v
zakonom povolenom rozsahu, primeranu sucinnost
pri zabezpe€ovani suladu s povinnostou Spravcu
Udajov poskytnut Subjektom Udajov moznost G¢inne
vykonavat ich prava podfa Platnych pravnych
predpisov o ochrane udajov, najma:

- pravo na pristup,

- pravo na opravu,

- pravo na vymaz, pravo vzniest namietku,

- pravo na obmedzenie spracovania,

- pravo na prenosnost Udajov,

- pravo nebyt predmetom automatizovaného

individualneho rozhodnutia.

(dalej len ,Prava Subjektu udajov").

Spravca Udajov nesie zodpovednost za vSetky
primerané néklady vzniknuté v sdvislosti s
poskytovanim sucinnosti Spracovatelom Udajov v
oblasti Prav dotknutej osoby.

Spracovatel Gdajov €o najskér, najneskdr vSak do
sedemdesiatdva (72) hodin, Spravcovi udajov
oznami akukolvek zZiadost Subjektu Udajov tykajucu
sa vykonu jeho Prav Subjektu Udajov tak, ako su
podrobne uvedené v odseku vyssSie. Spravca udajov
taku ziadost podla svojho uvazenia vybavi a

Except as required by applicable laws, the notifying
party will not make (or permit any third party to
make) any statement concerning the security breach
that directly or indirectly references the other party,
unless the other party provides its explicit written
authorization.

CLAUSE 10: Control

In the event of a control by a competent
supervisory authority, the Data Controller and the
Data Processor undertake to cooperate with
each other, in particular by providing any
information that may be necessary, and with the
supervisory authority.

The Data Processor shall inform the Data Controller
immediately in case of control carried out by a
supervisory authority relating to the Data Controller’s
data processing.

The Data Processor shall abstain from making any
commitment on his behalf.

CLAUSE 11: Data Subject Rights

The Data Processor shall, to the extent legally
permitted, provide reasonable assistance to the
Data Controller in ensuring compliance with Data
Controller’s obligation to provide Data Subjects with
the ability to effectively exercise their rights under of
Applicable Data Protection Law, in particular:

- right of access,
- right of rectification,
- right of erasure, right to object
- right to restriction of processing
- right to Data portability
- right not to be the subject of an automated
individual decision.
(the “Data Subject Rights”).

Data Controller shall be responsible for any
reasonable costs arising from Data Processor’s
provision of Data Subject Rights assistance.

The Data Processor shall, as soon as possible,
without exceeding a maximum of seventy-two
(72) hours, notify the Data Controller of any
request made by a Data Subject in relation to the
exercise of his or her Data Subject Rights as
detailed in paragraph above. Data Controller
may, at its option, handle such requests and the
Data Processor shall reasonably cooperate with
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Spracovatel Gdajov je v suvislosti s takymito
ziadostami povinny so Spravcom udajov
primerane spolupracovat a byt mu napomocny
pri plneni jeho povinnosti podfa Platnych
pravnych  predpisov. o ochrane Udajov.
Spracovatel Udajov mdze na ziadost Subjektu
udajov reagovat iba na zéklade pokynov Spravcu
udajov.

CLANOK 12: Poverenik na ochranu osobnych
udajov (DPO)

Spracovatel Udajov menoval Poverenca pre
ochranu osobnych (dajov, ktory riadi jeho
dodrziavanie smernice GDPR a ktorého mozno
kontaktovat' na adrese:

- DPO.EGIS@EGIS.FR

- EGIS SA/DPO, pravne oddelenie, 15
avenue du centre, SK 20538 Guyancourt,
78286, SAINT QUENTIN- EN-YVELINES,
FRANCUZSKO.

- Spravca udajov menoval Poverenca pre
ochranu osobnych udajov, ktory riadi jeho
dodrziavanie GDPR a ktorého je mozné
kontaktovat na adrese:

- e-mail:

- adresa:

Kazda zo Stran sa zavazuje informovat druhu
Stranu v pripade zmeny udajov jej DPO.

CLANOK 13: Vratenie a vymazanie tudajov

Po ukoncéeni Dohody Spracovatel udajov, podla
volby Spravca udajov, vymaze alebo vrati vSetky
Osobné udaje a vymaze existujuce kopie, pokial
nebude zavaznym pravidlom vyplyvajacim z
prava Unie alebo ¢lenského Statu, ktoré sa
vztahuje na operacie spracovania podla tejto
Dohody, vyzadované inak.

Spracovatel Udajovn ma& pravo uchovavat
anonymizované U(daje na Ucely Statistického
spracovania, a to aj po ukonceni zmluvy.

Pokial pravo Unie alebo ¢lenského &tatu vyzaduje
uchovavanie Osobnych U(dajov, bude o tejto
poziadavke Spracovatel Udajov informovat Spravcu
udajov.

Spracovatel Udajov Spravcovi Udajov, na prvu
pisomnu ziadost, doda dékaz o vymazani udajov.

and assist Data Controller in the execution and
fulfillment of its obligations under Applicable Data
Protection Law in relation to such requests. The
Data Processor may only respond to the request of
a Data Subject on the instructions of the Data
Controller.

CLAUSE 12: Data Protection Officer (DPO)

The Data Processor has appointed a DPO to
manage its compliance with the RGPD, which can
be reached at:

- DPO.EGIS@EGIS.FR

- EGIS SA / DPO, Legal Department, 15
avenue du centre, CS 20538 Guyancourt,
78286, SAINT QUENTIN-EN-YVELINES,
FRANCE.

— The Data Controller has appointed a DPO to
manage its compliance with the GDPR,
which can be reached at:

-  email:

- address:
Each Party undertakes to inform the other Party in
the event of a change in the data of its DPO.

CLAUSE 13: Restitution and deletion of Data

At the end of the Agreement, the Data
Processor shall, at the choice of Data
Controller, delete or return all Personal Data
and delete existing copies unless a mandatory
rule resulting from Union law or Member State
law applicable to the processing operations
hereunder requires otherwise.

Data Processor has the right to keep the
anonymized data for statistical processing purposes,
including at the end of the contract.

If Union law or Member State law requires the
storage of personal data, the Data Processor shall
inform the

Data Controller of this requirement.

The Data Processor shall provide the Data
Controller, at first written request, proof of
deletion of the Data.
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CLANOK 14: Umiestnenie  udajov
[Poznamka: servery sa nachadzaju vo
Francuzsku, Holandsku alebo Taliansku]

Na Ucely plnenia tejto dohody nebudu Ziadne
Udaje umiestnené mimo Franclizska alebo
Eurépskej Unie. V tomto ohlade plati, ze v
pripade, ze by vSetky udaje, alebo ich Cast,
mali byt uloZené na serveroch umiestnenych v
krajinach mimo Uzemia Eurépskej Unie, musia
tieto krajiny poskytovat dostato¢ni a
primeranu Uroven ochrany podla GDPR.

Spracovatel uddajov bude Spravca udajov
informovat’ o umiestneni Osobnych Udajov.

CLANOK 15: Cezhraniéné datové toky

Spracovatel udajov musi dodrziavat
zdokumentované pokyny Spravcu Udajov
tykajuce sa prenosu Osobnych udajov do tretej
krajiny.

Prenos Udajov mimo Eur6pskeho
hospodarskeho priestoru povoluje Spravca
Udajov, ak je v sulade s nasledujucimi
ustanoveniami:

- Akékolvek odovzdavanie udajov kancelarii
Spracovatela Udajov so sidlom v krajine
mimo Eurépskeho hospodéarskeho
priestoru, pre ktorl Eurdpska komisia
rozhodnutim o zodpovedajucej ochrane
nestanovila, ze poskytuje zodpovedajucu
urovenn ochrany (,Tretia krajina“), a
akékolvek nasledné odovzdanie v Tretej
krajine sa musi riadit Standardnymi
zmluvnymi dolozkami prijatymi Eurépskou
komisiou 5. februédra 2010 alebo doloZkami
s rovhocennym obsahom ako tieto
Standardné doloZky.

CLAUSE 14: Data Location [Note: servers are
located either in France, the Netherlands or ltaly]

For the execution of the Agreement, no Data will be
hosted outside France or the European Union. In this
respect, in the event that all or part of the Data
should be stored on servers located in countries
outside the territory of the European Union; these
countries must offer a sufficient and adequate level
of protection, according to the GDPR.

The Data Processor shall inform the Data Controller
of the location of Personal Data.

CLAUSE 15: Cross-border data flows

Data Processor shall comply with Data Controller’s
documented instructions concerning the transfer of
Personal Data to a third country.

Data transfers outside the European Economic Area
are authorized by the Data Controller if they comply
with the following provisions:

- Any transfer of Data to a Data Processor office
domiciled in a country outside the European
Economic Area for which the European
Commission has not determined by an
adequacy decision that it provides an adequate
level of protection ("Third Country") and any
subsequent transfer in a Third Country must be
governed by the Standard Contractual Clauses
adopted by the European Commission on 5
February 2010 or by clauses having an
equivalent content to these standard clauses.
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GLANOK 16: Audit

Spravca udajov mbze na svoje vlastné naklady, nie
CastejSie ako raz za dvanast (12) mesiacov, vykonat
audit Technickych a organizaénych bezpeénostnych
opatreni prijatych Spracovatelom Gdajov.

Tento audit méze byt vykonany internou auditnou
Struktirou Spravcu Udajov alebo nezavislou
externou firmou za predpokladu, Ze tato firma sama
nevykonava  ¢innost  konkurujucu ¢innosti
Spracovatela Udajov alebo nie je pravne prepojena
s konkurenénou firmou.

Ak Spracovatel udajov uvedie objektivne ddévody,
preCo sa domnieva, ze auditorska spolocnost
vybrana Spravcom Udajov neposkytuje dostatocné
zaruky nezvislosti a nestrannosti, bude opravneny
odmietnut' vykonanie auditu touto tretou stranou.

Spravca Udajov dalej berie na vedomie, Ze jeho
zamestnanci alebo zamestnanci vybranej nezavislej
auditorskej spolo¢nosti budi po celld dobu trvania
auditu dodrziavat a plnit povinnosti a pravidla
bezpe€nosti a  dbvernosti im  oznamené
Spracovatelom Udajov. Spravca Udajov zabezpedi,
aby audit nespésobil ziadne naruSenie alebo
prerusenie ¢innosti Spracovatela udajov.

Spracovatel Gdajov a auditorska spolo¢nost budu
musiet vopred uzavriet dohodu o zachovani
doévernosti.

Spravca Udajov je povinny Spracovatela Udajov
pisomne informovat o svojom zamere nechat
vykonat takyto audit a o totoznosti vybranej
auditorskej Struktary v pripade externej firmy a o
zamy$lanom plane auditu, a to tridsat (30)
kalendarnych dni vopred. Lehota pre toto
oznamenie mbze byt po vzajomnej dohode Stran
skratend.

Pred tymto auditom Spravca udajov poskytne dékaz
o totoznosti a titule svojich zamestnancov alebo
odbornikov  vyslanych nezavislou auditorskou
firmou.

Audit vykonavany Spravcom udajov sa bude tykat
iba dodrZiavania zmluvnych zavézkov Spracovatela
Udajov v oblasti ochrany Osobnych (dajov.
Spracovatel Udajov sa v pripade potreby zavazuje
umoznit' auditorom pristup na miesto uréené na
plnenie prislusnej zmluvy (zmlav), v dobrej viere s
nimi spolupracovat’ a poskytnut im vSetky potrebné
informacie. Ustanovenia tohto ¢lanku vSak
nevyzaduju, aby Spracovatel Udajov oznamil
Spravcovi udajov a/alebo jeho auditorom akékolvek
informacie akéhokolvek druhu, ktoré Spracovatel
Udajov uz predtym oznamil alebo inak utajil vo
SvVojom mene,

CLAUSE 16: Audit

The Data Controller may, at his own expense, at no
more than once every twelve (12) months, carry out
an audit of the Technical and organizational security
measures taken by the Data Processor.

This audit may be carried out by an internal audit
structure of the Data Controller or by an independent
external firm, provided that the latter does not itself
also carry out an activity competing with the activity
of the Data processor or has no legal link with a
competitor.

If the Data processor provides objective reasons to
consider that the audit firm chosen by the Data
Controller does not offer sufficient guarantees of
independence and impartiality, it will be entitled to
refuse that the audit be carried out by this third party.

The Data Controller further acknowledges that his or
the staff of the independent audit firm selected will
adhere to and comply with the obligations and rules
of security and confidentiality communicated by the
Data Processor throughout the duration of the audit.
The Data Controller shall ensure that the audit will
not cause any disruption or discontinuity of Data
Processor' activities.

A confidentiality agreement will have to be signed in
advance between the Data Processor and the audit
firm.

The Data Controller must inform the Data Processor
in writing of his intention to have such an audit
carried out and of the identity of the audit structure
chosen in the case of an external firm and of the
audit plan envisaged, subject to a thirty (30) calendar
days' notice. Such notice may be shortened by
mutual agreement between the Parties.

Prior to this audit, the Data Controller will
communicate the proof of identity and title of his
employees or experts seconded by the independent
audit firm.

The audit carried out by the Data Controller will only
concern the respect of the Data Processor
contractual commitments in terms of Personal Data
protection. The Data Processor undertakes, where
applicable, to allow auditors access to the site
assigned to the performance of the contract(s)
concerned, to cooperate in good faith with them and
to provide them with all necessary information.
Nevertheless, the provisions of this article do not
require the Data Processor to disclose to the Data
Controller and/or its auditors any information of any
kind previously disclosed or otherwise kept
confidential by the Data Processor on its own behalf,
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v mene ktoréhokolvek zo svojich obchodnych
partnerov alebo akejkolvek inej osoby v akejkolvek
funkcii. V désledku toho méze Spracovatel Udajov,
podla svojho vlastného wuvazenia, odopriet
Spravcovi Udajov a/alebo jeho auditorom pristup k
akémukolvek informaénému systému (vratane
databaz a serverov) ak akémukolvek slboru,
dokumentu, udajom alebo inej informécii tykajucej
sa Chranenych informacii. Spracovatel Udajov
Spravcovia Udajov rozsah tohto odmietnutia
pisomne oznami.

Spracovatelovi Udajov sa ¢o najskdr poskytne kdpia
auditorskej spravy. Tato sprava bude potom
podrobena oponentskému preskimaniu. V pripade,
Zze auditorska sprava odhali poruSenie povinnosti
Spracovatela Udajov vyplyvajucich z tejto Dohody,
zavazuje sa Spracovatel Udajov na vlastné naklady
€o najskor vykonat nevyhnutné napravné opatrenia.
Pokial zavery auditu obsahuju odpordéania, budd ¢o
najskdr oponentne preskimané podmienky ich
realizacie.

CLANOK 17: Zmeny

Strany nesmu tato Dohodu menit, s vynimkou
aktualizicie udajov uvedenych v Prilohe 1, kedy v
takom pripade budu v pripade potreby informovat
Poverenca pre ochranu osobnych Uudajov. To
nevylu€uje, aby Strany v pripade potreby pridali
dalSie obchodné doloZky, a nemé to vplyv na zmluvu
medzi Spravcom a Spracovatelom udajov. V
pripadoch, ked déjde k rozporu pri vyklade tychto
dohdd, ma prednost tato Dohoda.

CLANOK 18: Rozhodné pravo
Tato Dohoda sa vo vSetkych ohladoch riadi a bude
vykladana podla zakonov vztahujucich sa na
zmluvu. Strany sa tymto podriaduju sudne
pravomoci stanovené v zmluve.

Datum:
Podpis a peciatka spoloénosti Klienta

Precitané, schvalené a podpisané
Miesto rezidencie

Podpis

that of any of its business partners or any other
person in any capacity whatsoever. Consequently,
the Data Processor may, at its sole discretion, deny
the Data Controller and/or its auditors access to any
information system (including databases and
servers) and to any file, document, data or other
information relating to the Protected Information.
The Data Processor shall notify the Data Controller,
in writing, scope of this refusal.

A copy of the audit report will be provided to the Data
Processor as soon as possible. The report will then
be subject to an adversarial review. In the event that
the audit report reveals breaches by the Data
Processor of its obligations under this Agreement,
the Data processor undertakes to implement, at its
own expense, the necessary corrective measures as
soon as possible. If the audit conclusions contain
recommendations, their implementation conditions
will be examined contradictorily as soon as possible.

CLAUSE 17: Variation

The Parties may not modify this Agreement except
to update any information in Schedule 1, in which
case they will inform the DPO where required. This
does not preclude the Parties from adding additional
commercial clauses where required and does not
affect the contract between the Data Controller and
the Data Processor. In cases where any conflict
arises in the interpretation of these agreements, this
Agreement shall take precedence.

CLAUSE 18: Governing law

This Agreement shall in all respects be governed by
and interpreted in accordance with the laws
applicable to the contract. The parties hereto hereby
submit to the jurisdiction of the courts as provided for
in the contract.

Date:
Signature and company stamp of the Client

Read, approved and undersigned
Place of residency

Signature
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Priloha 1: Opis a ucely spracovania osobnych Udajov

Spracovatel udajov m6ze byt poziadany o spracovanie osobnych Gdajov v ramci operacii spracovania opisanych v tabulke nizsie:
Operécie spracovania sa tykaju akejkolvek sluzby uvedenej v zmluve

Kategéria citlivych Kategoric .
Sluzba Povaha a tcel Typ osobnych Gdajov Gdaiov Subjektov Prenos mimo EU Prijemcovia
J Gdajov
Obcianske udaje,
Poskytovanie sluzieb pre identita, Individualne Zamestnanci Spravcovia vozového parku
Pripojenie optimalizaciu spravy vozového identifikané udaje, narodné daje klienta Nie Zamestnanci spol. Easytrip
parku finan¢né udaje, Subdodavatelia
geolokaéné udaje
. . Obcianske udaje, Individuélne . I
DPH grt: vyber DPH / spotrebnej e-mailové adresa, narodné ZarLllei:srt]Tanm Nie — r:(IilentlI Eactri
ane identifikacné Udaje identifikacné &islo enta amestnancl spol. Lasylrip
Pre rezervaciu miesta v
trajekte, vlaku alebo kupe Obcianske udaje, Individualne Zamestnanci Turecko. Maroko Zamestnanci spol. Easytrip
Rezervacia dialniénej znamky pre e-mailova adresa, narodné klienta Tuniskb zrael ’ Poskytovatelia éluiieb
nakladné vozidla nasich identifikaCné udaje identifikacné c&islo ’
zakaznikov
Ur&enie pravneho zastupcu vo Obcianske udaje,
Franclzsku a poskytnutie identifikaéné udaje, Individuélne Zamestnanci Zamestnanci spol. Easytrip
Easyrep FR | podrobnych udajov o vodi¢och profesijna kariéra, narodné Kli Nie . o
R ISP . e e ienta Miestne urady
nakladajdcich a/alebo ekonomické a finan¢né identifikacné ¢islo
vykladajucich vo Francuzsku informacie
Ur&enie pravneho zastupcu v Obcianske udaje,
Taliansku a poskytnutie identifikacné udaje, L ; . .
Easyrep IT podrobnych Gdajov o vodi¢och profesijna kariéra, Indly |d(ljJaI’ne Zan,:ﬁesrt]?: nel Nie Zameslbrl!anm SROL dEasytrlp
nakladajlicich a/alebo ekonomické a finangné | . narodne o lestne Urady
g . . g identifikacné Cislo
vykladajucich v Taliansku informécie
. Otvorenie uctu myta (u Ob¢ianske udaje, e-mail, N Zamestnanci , Zamestnanci spol. Easytrip
Myto poskytovatela) identifikaCné udaje NEUPLATNUJE SA klienta Nie Poskytovatelia sluzieb
Informovanie klientskej
Komunikacia | databazy o existujdcich (Obcianske tdaje, | \eyp| ATNUJE SA | Z@MesStnanci | \eyp| ATNUJE SA Klignti .
sluzbéch v portféliu a novych identifikaéné Udaje klienta Zamestnanci spol. Easytrip
prileZitostiach.
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Schedule 1: Description and purposes of the processing of personal data

The Data Processor may be required to process personal data in the context of the processing operations described in the table below: The processing operations relate
to any service as referred to in the contract.

Sensitive Data Categories of data
Service Nature and purpose Type of Personnal Data category subjects Transfer outside UE Recipients
Civil data, identity, identifying Client’s employees
. ) information, financial data e .
Provide a service for fleet . ’ Individual national Fleet managers
Connect management optimization geolocalisation data data No Easytrip Employees Subcontractors
Client's employees
. . . . Individual national
VAT to Collect VAT / Excise amount | C'Vil data, email address identifying | %0 iic ation No
information
number
Clients Easytrip Employees
Client's employees Turkey
to book a place in a Ferry, a train or - . - ) Morocco
. . { Civil data, e mail, address Individual national -
Booking to buy a wggjstiir:grgucks of our identifying information identification Tunisia Israel
number Easytrip Employees Providers
Civil data, identifying information Client's employees
Professional life
Easyrep FR designate a Legal representative in | Economic and financial information | Individual national no Easytrip Employees Local
y France and provides detailed data identification Authorities
of the Drivers that load and/or number
unload in France
Civil data identifying information Client's employees
Professional life
Easyrep IT designate a Legal representative in | Economic and financial information |  Individual national o Easytrip Employees Local
yrep Italy and provides detailed data of identification Authorities
the Drivers that load and/or unload number
in Italy
Client's employees
Opening of Tolls account at Civil data, email, identifying N/A . .
Toll (Provider) information no Easytrip Employees Providers
Inform the client database about the N/A Client's employees
Communication existing porggggiusﬁtri\gges and new civill data; identifying information N/A Clients Easytrip Employees
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Doba trvania: Doba spracovania vykonavaného
Spracovatelom Udajov je obmedzena na dobu
poskytovania sluzieb stanovenu v zmluve av
ziadnom pripade nesmie prekrocit dobu platnosti
zmluvy plus prislusné zédkonné premi¢acie lehoty.

Duration: the duration of the processing carried out
by the Data Processor is limited to the duration of
performance of the services provided for in the
contract and cannot in any event exceed the
duration of the contract plus the applicable statutory
limitation periods.
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Priloha 2: Technické a organizacné bezpecénostné Schedule 2: Technical and organizational security
opatrenia prijaté Spracovatelom Udajov: measures taken by the Data Processor:

NizSie sU popisané prostriedky pouzivané
Spracovatelom na zaistenie bezpecnosti a
dovernosti udajov:

- fyzické zabezpecenie:

o Pristup do datového centra je
chraneny. Je zavedeny interny postup
a fyzické prostriedky zaistujuce, aby do
tejto miestnosti nemala pristup ziadna
cudzia alebo neopravnena osoba.

Fyzicky pristup do priestorov Spracovatela
udajov je chraneny.

- Logické zabezpecenie:

0 Spracovatel Udajov zaruCuje, Ze vzal do
Uvahy poziadavky na pocitacovu bezpecnost, a
zavazuje sa zaviest vSetky technické
prostriedky v sulade s najmodernej$imi
poznatkami tak, ako suU nevyhnutné na
zaistenie logickej bezpecnosti pristupu k
pocitaovym aplikaciam a hostovanym datam a
na zabrdnenie  akémukolvek  vniknutiu
neopravnenych os6b, nech uz je povaha alebo
pouzita technika akakolvek.

o VSetky kritické systémy, tj systémy zaistujlce
kritické funkcie, sU redundantné.

o Je definovany, implementovany a
monitorovany plan zalohovania dat.

o Je definovany plan obnovy po zavaznej
havarii.

0 VSetky toky su sledované. Tieto stopy
obsahuju  €asovi peciatku toku, jeho
odosielatela a prijemcu a funkénl povahu
vymeny.

o Pristupové prava k aplikdciam su aktérom
pridefované prisne na zéklade potreby a su
zaloZzené na sprave roli a uZivatelskych
profilov.

VSetky pracovné stanice sU chranené
pravidelne a automaticky aktualizovanym
antivirusovym softvérom.

- Organiza¢né zabezpecenie:

o Pracovné zmluvy zamestnancov
Spracovatela udajov obsahuju ustanovenia
o dévernosti a pouzivani pracovnej stanice.

o Subdodavatelské zmluvy S0
spolo€nostami, ktoré su  poverené
hostovanim, dohlfadom a  udrzbou
systémov, obsahuju ustanovenia tykajice
sa bezpecénosti a dovernosti.

The means used by the Data Processor to ensure
the security and confidentiality of the data are
described below:

- physical security:

» Data center access is protected. An internal
procedure and material means are put in
place to ensure that no outsider or
unauthorised person can access this room.

Physical access to Data Processor’s premises is
protected

- Logical security:

o Data Processor guarantees that it has taken
into account the computer security
requirements and undertakes to implement
all technical means in accordance with the
state of the art, necessary to ensure the
logical security of access to computer
applications and hosted data and prevent
any intrusion by unauthorized persons,
whatever the nature or technique used.

o All critical systems, i.e. systems hosting
critical functions, are redundant.

o A data backup plan is defined, implemented
and monitored.

o A major disaster recovery plan is defined.

o All flows are traced. These traces contain
the time stamp of the flow, its sender and
recipient, and the functional nature of the
exchange.

o Application access rights are assigned to
the actors as strictly necessary and are
based on role and user profile management,

All workstations are protected by regularly and
automatically updated anti-virus software.

- Organizational security:
o The employment contracts of Data

Processor’s employees include
confidentiality and workstation usage
clauses.

o The subcontracting contracts  with
companies in charge of the hosting,
supervision and maintenance of the
systems include clauses relating to security
and confidentiality.
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Spracovatel idajov mbéze zmenit prostriedky
pouzivané na zaistenie bezpecnosti a
doévernosti Udajov a suborov. V takom pripade
sa Spracovatel udajov zavazuje nahradit ich
prinajmensom rovnocennymi prostriedkami.
Spravca Udajov mbze tiez pozadovat zmeny
opatreni tykajucich sa bezpecnosti a
doévernosti, pokial to vyzaduju zakony, urady
alebo interni auditori.

V pripade auditu ochrany Udajov vykonavaného
samotnym Spravcom Udajov v priestoroch
Spracovatela Udajov je mozné upozornit na
akukolvek zmenu prostriedkov pouzivanych na
zaistenie bezpecnosti a dévernosti idajov.
Spravca Udajov sa zavazuje Specifikovat
osobitné bezpecnostné opatrenia, ktoré
povazuje za nevyhnutné vzhlfadom na povahu a
rizikd spojené so spracovanim. Vysledkom
zavedenia tychto osobitnych bezpe&nostnych
opatreni Spracovatelom Udajov bude analyza,
najma z hladiska technickej kompatibility a
uskutoc€nitelnosti, a pripadne cenova ponuka.

The Data Processor may change the means used to
ensure the security and confidentiality of data and
files. In this case, the Data Processor undertakes to
replace them by means that are at least equivalent.

The Data Controller may also require amendments
to the security and confidentiality measures, if
required by law, authorities or internal auditors.

In case of a data protection audit conducted by the
Data Controller itself at Data Processor’s premises,
any change of any means used to ensure data
security and confidentiality may be raised. The Data
Controller undertakes to specify the special security
measures that it considers necessary in relation to
the nature and risks associated with the treatment.
The implementation of these special security
measures by the Data Processor will result in an
analysis, especially in terms of technical
compatibility and feasibility, and, if appropriate, a
quotation.
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