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DOHODA O OCHRANE OSOBNICH UDAJU

CLANEK 1: Ugel

Strany berou na védomi, Ze pro Ucely Platnych
pravnich predpisi o ochrané udajl je, v souvislosti
s jakymikoli Osobnimi Udaji, Klient Spravcem udaju
a spole¢nost Easytrip BV je Zpracovatelem udajd.

Zpracovatel Udaji se zavazal poskytovat Spravci
udaju sluzby v souladu se smlouvou.

V ramci svych vyse uvedenych smluvnich vztahd se
smluvni strany zavazuji dodrzovat Platné pravni
pfedpisy o0 ochrané osobnich (dajd, vcetné
ustanoveni  obecného  nafizeni  Evropského
parlamentu a Rady EU 2016/679 ze dne 27. dubna
2016 o ochrané osobnich udajd, které je G¢inné od
25. kvétna 2018 (déle jen ,GDPR®).

Tato Dohoda stanovi smluvni podminky dohodnuté
smluvnimi stranami v souladu s &l. 28 odst. 3 GDPR.
Podrobnosti o operacich zpracovani udaja pro
vSechny sluzby uvedené ve smlouvé jsou uvedeny v
priloze 1.

Tato Dohoda plati po dobu ne kratsi, nez je doba
platnosti smlouvy.

CGLANEK 2: Definice

Pro Gdely téchto Clankd maji nasleduijici pojmy nize
uvedeny vyznam:

a) ,Pridruzenou spole¢nosti® se rozumi
jakakoli spolecnost, ktera ¢as od €asu pfimo
¢i nepfimo ovlada Stranu, je ji ovladana
nebo je pod spole¢nym ovladanim, pficemz
ovladanim se rozumi pfimé ¢i nepfimé
vlastnictvi vice nez poloviny cennych papir
s hlasovacim pravem jakékoli spole¢nosti
nebo pravomoc U¢inné ovlddat nebo nechat
ovlddat vedeni a politiku spole¢nosti
prostfednictvim vlastnictvi cennych papirt
s hlasovacim pravem nebo podilu na
hlasovacich pravech nebo jinak;

b) ,Platné pravni predpisy o ochrané udaja*
znamenaji jakykoli zdkon nebo nafizeni
tykajici se ochrany udajt, soukromi a/nebo
zpracovani Osobnich ddajd v rozsahu, v
jakém se vztahuji na povinnosti strany podle
smlouvy a této Dohody, v€etné zékona o
ochrané 0daji z roku 1998, smérnice o
ochrané udaju

PERSONAL DATA PROTECTION
AGREEMENT

CLAUSE 1: Purpose

The Parties acknowledge that for the purposes of the
Applicable Data Protection Law, the Client is the
Data Controller and Easytrip BV is the Data
Processor in respect of any Personal Data.

The Data Processor has agreed to provide services
to the Data Controller in accordance with the
contract.

In the framework of their contractual relations
referred to above, the Parties undertake to comply
with Applicable Data Protection Law, including the
provisions of EU General Data Protection
Regulation 2016/679 of the European Parliament
and of the Council of 27 April 2016 applicable as
from 25 May 2018 (the "GDPR").

This Agreement sets out the contractual terms
agreed by the Parties as required by Article 28(3) of
the GDPR.

Details of the data processing operations for any
service(s) referred to in the contract are set out in
Schedulel.

This Agreement shall continue for no less than the
terms of the contract.

CLAUSE 2: Definitions
For the purposes of the Clauses, the following terms
shall have the meaning set forth below:

a) “Affiliate” shall mean any company from
time to time directly or indirectly controlling,
controlled by or under common control with
a Party, where control shall mean the direct
or indirect possession of more than half the
voting securities of any company or the
power effectively to direct or cause to be
directed, the management and policies of a
company through the ownership of voting
securities or voting interest or otherwise;

b) “Applicable Data Protection law” means
any law or regulation pertaining to data
protection, privacy, and/or the processing of
Personal Data, to the extent applicable in
respect of a party’s obligations under the
contract and this Agreement, including the
Data Protection Act 1998, the Data
Protection Directive (95/46/EC) and any
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(95/46/ES) a v8ech souvisejicich predpist
nebo nastrojii a jakychkoli dalSich zakond,
nafizeni aregulaénich pozadavkl na
ochranu udajd, které se vztahuji na kazdou
Stranu, nebo jakychkoli jinych pravnich
pfedpist nebo nafizeni, které vySe uvedené
prevadi do mistni legislativy nebo nahrazuiji
(v€etné ze dne 25. kvétna 2018 a po tomto
dni, GDPR a zakon( provadéjicich nebo
doplfiujicich GDPRY);

associated regulations or instruments and other
date protection laws, regulations and regulatory
requirements applicable to each Party or any
other legislation or regulations that transpose
or supersede the above (including on and after
25 May 2018, the GDPR and laws
implementing or supplementing the GDPR ;

c) “Data Controller” (or the “Controller”)

c) ,Spravcem udaju‘ (nebo ,Spravcem®) se means th.e. naturgl or legal person which,
rozumi fyzickd nebo pravnicka osoba, ktera alone or jointly with others, determines the
sama nebo spoleéné s jinymi urduje Géely a purposes and means of the processing of
prostfedky zpracovani osobnich Udajl tak, personal data, as set out in Article 4(7) of
jak je stanoveno v &l. 4 odst. 7 GDPR; the GDPR;

d) ,Zpracovatelem udaja* (nebo d) “Data Processor” (or “the “Processorj’)
~Zpracovatelem®) se rozumi fyzicka nebo means a natural or legal person, puk?llc
pravnicka osoba, organ vefejné moci, authority, -agency Ioc; other bb%dBI/f V‘;h'ﬁh
sgentra nebo jny subjo,_ Koy B e e o e
zpracovava osobni Udaje jménem Spravce GDPR ’
tak, jak je uvedeno v €l. 4 odst. 8 GDPR. . N .

. L i L, e) “Data Subject” means an individual who is

e) ,,Subjekten'! . uda|y“ se rozumi f’y2|(;ka the subject of Personal Data;
osoba, ktera je subjektem Osobnich udaju; f) “Personal Data” means any information

f) ,Osobnimi udaji" se rozumi veskeré relating to an identified or identifiable natural
informace tykajici se identifikované nebo person (a “Data Subject’); an identifiable
identifikovatelné fyzické osoby (,Subjektu natural person is one who can be identified,
Gdaju”); identifikovatelnou fyzickou osobou directly or indirectly, in particular by
je osoba, kterou lze pfimo ¢i neptimo reference to an identifier such as a name, an
identifikovat, zejména odkazem na urcity identification number, location data, an
identifikator, napfiklad jméno, identifikacni online identifier or to one or more factors
¢islo, udaje o poloze, online identifikator specific to the physical, physiological,
nebo na jeden ¢&i vice zvlastnich prvki genetic, mental, economic, cultural or social
fyzické, fyziologické, genetické, psychické, identity of that natural person , as set out in
ekonomické, kulturni nebo spoleéenské Article 4(1) of the GDPR;
identity této fyzické osoby tak, jak je ; N .
uvedeno v &l. 4 odst. 1 GDPR: 9) Procgssmg means any operation or set of

o R operations which is performed on personal

g) .Zpracovanim*se rozumi jakakoli operace data or on sets of personal data, whether or

nebo soubor operaci, které se provadéji s
osobnimi Udaji nebo se soubory osobnich
Gdajd, at jiz automatizované, ¢i nikoli, jako

not by automated means, such as
collection, recording, organization,
structuring,  storage, adaptation  or

je  shromazdovani,  zaznamenavani, alteration, retrieval, consultation, use,
usporadavani, strukturovani, uchovavani, disclosure by transmission, dissemination or
pfizpisobovani ~ nebo  pozmérovani, otherwise making available, alignment or
vyhledavani, nahlizeni, pouzivani, combination,  restriction, erasure  or
sdélovani prenosem, Sifeni nebo jiné destruction;

zpristupriovani, sefazovani nebo

kombinovani, omezovani, vymaz nebo
zni¢eni;
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h) ,Technickymi a organizacnimi
bezpecnostnimi opatifenimi‘ se rozumi
opatfeni zaméfend na ochranu osobnich
udaju pfed nahodnym nebo nezakonnym
zni¢enim nebo ndhodnou ztratou, zménou,
neopravnénym sdélenim nebo pristupem,
zejména pokud zpracovani zahrnuje pfenos
Udaju po siti, a prfed vSemi ostatnimi
nezakonnymi formami zpracovani.

CLANEK 3: Povinnosti Spravce udaiju

h)

Technical and organizational security
measures‘ means those measures
aimed at protecting personal data
against accidental or unlawful
destruction or accidental loss, alteration,
unauthorized disclosure or access, in
particular where the processing involves
the transmission of data over a network,
and against all other unlawful forms of
processing.

CLAUSE 3: Obligations of the Data Controller

Sprévce (daju se zavazuje, ze pfijme vesSkerd The Data Controller undertakes to take all necessary
nezbytna opatfeni tykajici se dodrzovani povinnosti measures pertaining to the compliance by itself and
ze strany Spravce samotného i jeho zaméstnancu, by its personnel with its obligations and especially,
a zejména zarucuje a zavazuje se, bez omezeni, Ze: warrants and undertakes without limitation that:

e Zpracovani Osobnich 0daja, vcetné
samotného prenosu, bylo a bude provadéno
v souladu s pfisluSnymi ustanovenimi
Platnych pravnich pfedpist o ochrané udaju
(a pfipadné bylo ozndmeno pfislusnym
organdm c¢lenského statu, v némz je
Spravce Udaji usazen) a neporusuje
prislusna ustanoveni tohoto statu.

* VynaloZil pfiméfené Gsili na to, aby zjistil,
zda je Zpracovatel Udaja schopen plnit své
zakonné povinnosti podle této Dohody.

o Ziskal veSkera potfebna povoleni a
opravnéni nezbytna k tomu, aby
Zpracovatel, jeho Pfidruzené spolecnosti a
diléi zpracovatelé mohli vykonavat sva
prava nebo plnit své povinnosti podle této
Dohody.

» Zpracovateli sdéli pouze Osobni Udaje
nezbytné pro zpracovani provadéné v ramci
sluzeb poskytovanych na zakladé smlouvy.

» D& Zpracovateli udajid pokyn k tomu, aby
zpracovaval Osobni Udaje jakymkoli
zpUsobem, ktery mize byt pFfimérené
vyzadovan k tomu, aby Zpracovatel udajl
provadél zpracovani v souladu s touto
Dohodou a v souladu s Platnymi pravnimi
pfedpisy o ochrané udaja.

» Poskytne Subjektu Gdaji v&echny nezbytné
informace stanovené v ¢lancich 13 a 14
GDPR tak, aby zajistii spravedlive a
transparentni zpracovani ve vztahu k
Subjektu udaju.

o Zajisti, aby Zpracovatel po celou dobu
zpracovani dodrzoval bezpecénostni
opatfeni a opatfeni pro zachovani
divérnosti udaju.

o Zajisti, aby Zpracovatel poskytl dostate¢né
zaruky ohledné zavedeni  vhodnych
Technickych a organizacnich opatfeni tak,

The processing, including the transfer itself,
of the Personal Data has been and will
continue to be carried out in accordance
with the relevant provisions of the
Applicable Data Protection Law (and where
applicable, has been notified to the relevant
authorities of the member state where the
Data Controller is established) and does not
violate the relevant provisions of that state;
It has used reasonable efforts to determine
that the Data Processor is able to satisfy its
legal obligations under this Agreement;

It has obtained any and all necessary
permissions and authorizations necessary
to permit the Processor, its Affiliates and
sub-processors, to execute their rights or
perform their obligations under this
Agreement;

It will communicate to the Processor only the
Personal Data necessary for the processing
carried out within the framework of the
services rendered under the contract;

It shall instruct the Data Processor to
process the Personal Data in any manner
that may reasonably be required in order for
the Data Processor to carry out the
processing in compliance with this
Agreement and in compliance with
Applicable Data Protection law

It will provide the Data Subject with all the
necessary information foreseen in Articles
13 and 14 of the GDPR to ensure fair and
Transparent processing in respect of the
Data Subject;

It will ensure that the Processor complies
with security and data confidentiality
measures throughout the processing period;
It will ensure that the Processor provides
sufficient  guarantees as to the
implementation of appropriate

Technical and organizational measures so
that the processing meets the requirements
of the
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aby zpracovani spliiovalo poZadavky
Platnych pravnich pfedpisi o ochrané
osobnich 0daji a zaru€ovalo ochranu prav
Subjektu Udaju (¢lanek 28 GDPR).

Bude dohlizet na zpracovani a provadét
audity, pokud to bude povazovat za
nezbytné.

CLANEK 4: Povinnosti Zpracovatele

Zpracovatel udaju zaruCuje a zavazuje se, bez
omezeni, ze:

PFi plnéni této Dohody a smlouvy bude
dodrzovat vSechny platné pravni pfedpisy,
véetné Platnych pravnich predpisti o
ochrané udaja.

Osobni udaje bude zpracovavat pouze pro
Ucely popsané v Pfiloze 1 a v souladu se
zdokumentovanymi pokyny a opravnénimi
obdrzenymi od Spravce udaja.

Osobni udaje pfenese mimo Evropskou
unii pouze v souladu s Clankem 12.

Za zadnych okolnosti (at’ jiz bezplatné i
nikoli) nesdéli zadné Osobni Udaje treti
strané jinak, nez na vyslovnou pisemnou
zadost Spravce Udaju, ledaze je takové
sdéleni nezbytné ke splnéni povinnosti
vyplyvajicich ze smlouvy nebo je
vyzadovéano platnymi pravnimi pfedpisy.
Bude Spravce (daju co nejdfive
informovat, pokud podle jeho nazoru pokyn
predstavuje poruseni predpisa.

Zpracovatel udaju bere na védomi a souhlasi s
tim, ze pfi zpracovani Udaju a soubord, k nimz ma
pfistup, miZe jednat pouze v souladu s touto
Dohodou. Zpracovatel je povinen vést zaznamy o
zpracovani Osobnich udaji provadéném jménem
Spravce v souladu s ustanovenimi GDPR.
Zpracovatel zpfistupni tyto zdznamy Spravci na
zakladé pisemné zadosti zaslané doporucenym
dopisem s doru¢enkou.

Applicable Data Protection Law and
guarantees the protection of the rights of the
Data Subject (Article 28 GDPR);

It will supervise the processing and carry out
audits if it considers it necessary.

CLAUSE 4: Obligations of the Processor

The Data Processor warrants and undertakes
without limitation that:

It will comply with all applicable law including
Applicable Data Protection Law in its
performance of this Agreement and the
contract.

It will process the Personal Data only for
purposes described in Schedule 1 and in
accordance  with the  documented
instructions and authorizations received
from the Data Controller.

It will transfer Personal Data outside the
European Union only in accordance with
Clause 12.

It will not disclose any Personal Data to a
third party in any circumstances (whether
free of charge or not) other than at the
specific written request of the Data
Controller, unless such disclosure is
necessary in order to fulfil the obligations of
the contract, or is required by applicable law.

It will inform the Data Controller as soon as
possible if, in his opinion, an instruction
constitutes a violation of the regulations.

The Data Processor acknowledges and accepts that
it may only act in accordance with this Agreement for
the processing of the Data and files to which it may
have access. The Processor shall maintain a record
of the processing of Personal data carried out on
behalf of the Controller, in accordance with the
provisions of the GDPR. Data Processor will make
the record available to the Data Controller upon

written

request sent by registered letter with

acknowledgement of receipt.
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CLANEK 5: Bezpeénost a zabezpeéeni

Zpracovatel Udaju se zavazuje, ze:

Zavede veSkeré pfiméfené postupy k
zajisténi divérnosti a bezpecnosti Osobnich
udaju, které zahrnuji stejnou miru péce,
jakou pouziva k ochrané vlastnich informaci
podobné povahy, avSak v zadném pripadé
ne mensi, nez pfiméfenou miru péce.

Zavede vhodna Technickd a organizacni
opatfeni na ochranu davérnosti Osobnich
Gdaju a na ochranu Osobnich Udaju pfed
nahodnym nebo nezakonnym zni¢enim
nebo nahodnou ztratou, zkreslenim,
pozménénim, neopravnénym zvefejnénim
nebo pristupem. Opatfeni musi byt
zavedena s nalezitym ohledem na soucasny
stav techniky, néklady na jejich provedeni a
na povahu, rozsah, kontext a Ucely
zpracovani a na rtiznou pravdépodobnost a
zavaznost rizik pro prava a svobody
fyzickych osob.

Zpracovatel zavede vhodna Technicka a
organizacni opatfeni tak, aby zpracovani
Osobnich udaji Zpracovatelem splfiovalo
pozadavky Platnych pravnich predpist o
ochrané osobnich udaja.

Zajisti, aby se osoby povérené zpracovanim
Osobnich  Udaji  zavézaly dodrzovat
povinnost mi€enlivosti o Osobnich udajich a
Udaje zpracovavaly pouze na zakladé
zdokumentovanych pokynt Spravce.

Zpracovatel Udaji poskytne Spravci, na
jeho predchozi  pisemnou zadost,
podrobnosti 0 zavedenych technickych a
organizaénich opatfenich.

CLAUSE 5: Safety and security
The Data Processor undertakes that:

. It shall implement all reasonable
procedures to ensure the confidentiality and
security of the Personal Data, which shall include
the same degree of care that it uses to protect its
own information of a similar nature, but in no event
less than a reasonable degree of care;

. It will have in place appropriate Technical
and organizational measures to protect the
confidentiality of the Personal Data and to protect
the Personal Data against accidental or unlawful
destruction or accidental loss, distortion, alteration,
unauthorized disclosure or access. The measures
must be implemented with due regard to the
current state of the art, costs of implementation and
the nature, scope, context and purposes of the
processing and the risk of varying likelihood and
severity to the rights and freedoms of natural
persons;

. The Processor shall implement the
suitable Technical and organizational measures in
such a manner that the processing by the
Processor of Personal Data meets the
requirements of the Applicable Data Protection
Law;

. It shall ensure that the authorized
persons to process Personal Data undertake to
respect the obligation of confidentiality of the
Personal Data and shall only process the data on
the documented instructions of the Controller.

. Upon prior written request, the Data
Processor will provide the Controller with details of
the technical and organisational measures
implemented.
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CLANEK 6: Budouci Zpracovatel udajt

Spravce Udaju  Zpracovatele Udaju vyslovné
opraviiuje k tomu, aby zpracovani Osobnich Gdaju
jeho jménem zadal jinému zpracovateli Udaja.

V této souvislosti Zpracovatel udaju:

- uzavie pisemnou smlouvu se svym
subdodavatelem pusobicim jako
zpracovatel Udaji, a ulozi mu stejné
povinnosti v oblasti ochrany udajl, jaké jsou
stanoveny v této Dohodé a ve smlouve,

- ulozi svému zpracovateli udaju veSkeré
povinnosti nezbytné k zajisténi ddvérnosti,
bezpecénosti a integrity Udaja a k tomu, aby
tyto Udaje nebyly predavany nebo
pronajimany treti strané, at jiz bezplatné, i
nikoli, nebo aby nebyly pouzivany k jinym
nez zde definovanym ucelum,

- bude pro Spravce udaju vést seznam
Zpracovatele(() udajd podilejicich se na
zpracovani Udaji, a na prvni pisemnou
zadost mu jej zasle.

V souladu s ¢l. 28 odst. 2 GDPR bude Zpracovatel
Udaju Spravce udaju informovat o jmenovani nebo
vymeéné subdodavatele.

Zpracovatel udaju zlGstava pIné odpoveédny za
plnéni svych povinnosti svym(i) subdodavatelem(li).

CLANEK 7: Oznameni

Zpracovatel udaji bude Spravce Gdaji informovat o:
(i) jakékoli pravné zavazné zadosti o
zpfistupnéni Osobnich 0daju ze

strany organu c&inného v trestnim

fizeni, pokud to neni jinak

zakazano, napriklad zdkazem

podle trestniho prava za ucelem

zachovéani davérnosti vySetfovani,

(ii) jakémkoli nahodném nebo
neopravnéném pfistupu a
(iii) jakékoli zadosti obdrzené pfimo od

Subjektl Gdajb, aniz by na tuto
zadost odpovédél, pokud k tomu
nebyl jinak opravnén.

CLAUSE 6: Upcoming data processor

The Data Controller expressly authorises the Data
Processor to subcontractor to another data
processor the processing of Personal Data on its
behalf.

In this context, the Data Processor shall:

conclude a written agreement with its
subcontractor acting as data processor,
imposing the same data protection
obligations as those set out in this
Agreement and the contract;

impose on its data processor all obligations
necessary to ensure that the confidentiality,
security and integrity of the data are
respected, and that such data may not be
transferred or rented to a third party,
whether free of charge or not, or used for
purposes other than those defined herein;

keep at the Data Controller's disposal a
list of the Data Processor(s) involved in
the Data processing and send at first
written request.

In accordance with article 28 (2) of the GDPR, the
appointment or replacement of subcontractor by the
Data Processor will involve an information to the
Data Controller by the Data Processor.

The Data Processor shall remain fully responsible
for the execution by its subcontractor(s) of its/their
obligations.

CLAUSE 7: Notifications

The Data Processor shall notify the Data Controller
about:

(i) any legally binding request for disclosure of
the Personal Data by a law enforcement
authority unless otherwise prohibited, such
as a prohibition under criminal law to
preserve the confidentiality of a law
enforcement investigation,

(i) any accidental or unauthorized access, and

(iiiy any request received directly from the Data
Subjects without responding to that request,
unless it has been otherwise authorized to
do so.
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CLANEK 8: Spoluprace

Zpracovatel bude v nezbytném a pfiméfeném
rozsahu Spravci ndpomocen pfi plnéni jeho
povinnosti pfi zpracovani Osobnich udaju, na které
se vztahuje tato Dohoda, a to i v souvislosti s:

» odpovédi Subjektim udaju ohledné vykonu
jejich prav, zejména prav Subjektu ddaju
stanovenych v &lancich 15 az 23 GDPR,

e zajiSténim souladu s povinnostmi Spravce
podle ¢lanka 32 az 36 GDPR s ohledem na
povahu zpracovani a informace, které ma
Zpracovatel k dispozici,

* naruSenim bezpecnosti,
* posouzenim dopadl a
e predchozi konzultaci s organy dohledu.

CLANEK 9: Poruseni ochrany osobnich tdaiju

Kazda Strana oznami druhé Strané poruseni
zabezpeceni Osobnich 0dajd nebo potencialni
naruseni zabezpeceni Osobnich Udaji co nejdfive,
nejpozdéji vSak do Ctyficeti osmi (48) hodin poté, co
se 0 ném dozvédéla, a to zejména porudeni
zabezpeceni vedouci k nahodnému nebo
nezakonnému zniceni, ztraté, zZméné,
neopravnénému zvefejnéni nebo pfistupu k
pfendSenym, uloZenym nebo jinak zpracovavanym
Osobnim Udajum. Zpracovatel (daji bude se
Spravcem Udajd spolupracovat pfi provadéni
veskerych vhodnych opatfeni tykajicich se poruseni
nebo pfipadné mozného porudeni, vcetné
napravnych opatfeni.

Toto oznameni se zasila osobé oznacené jako
Povéfenec pro ochranu osobnich u4daji, a to
telefonicky a e-mailem, a potvrzuje se doporuc¢enym
dopisem s potvrzenim o pfijeti. Pokud je to mozné,
bude v ném popséana povaha a dusledky poruSeni
zabezpeceni osobnich udaji a opatfeni, ktera jiz
byla pfijata nebo jejichz pfijeti je navrhovano k
feSeni tohoto poruSeni zabezpeceni osobnich
udaja.

Zpracovatel Udaju se zavazuje spolupracovat se
Spravcem Udaju tak, aby byl schopen plnit své
zadkonné a smluvni povinnosti. Ozndmeni tohoto
poruSeni  zabezpeCeni  (dajl prislusnému
dozorovému Ufadu a pfipadné Subjektim Gdaju je
vyhradni odpovédnosti Spravce Gdajl.

CLAUSE 8: Cooperation

The Processor shall to the necessary and
reasonable extent assist the Controller in the
performance of its obligations in the processing of
the Personal Data covered by this Agreement,
including in connection with:

» responses to Data subjects on exercise of
their rights, especially Data Subject's rights
laid down in Articles 15 to 23 of the GDPR,;

» ensuring compliance with the obligations of
the Controller pursuant to Articles 32 to 36
of the GDPR taking into account the nature
of processing and the information available
to the Processor;

e security breaches;

* impact assessments; and

e prior consultation of the supervisory
authorities.

CLAUSE 9: Data Breach

Each Party shall notify other Party a Personal Data
breach or a potential data breach as soon as
possible but not later than forty-eight (48) hours after
having become aware of the same, namely a breach
of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure
of, or access to, personal data transmitted, stored or
otherwise processed. The Data Processor will
cooperate with the Data Controller in implementing
any appropriate action concerning the breach or the
potential breach as the case may be, including
corrective actions.

This notification shall be sent to the person
designated as Data Protection Officer, by telephone
and email, and confirmed by registered letter with
acknowledgment of receipt. It will describe, where
possible, the nature and consequences of the
personal data breach, and the measures already
taken or proposed to be taken to address the
personal data breach.

The Data Processor is committed to collaborate with
the Data Controller to ensure that they are able to
meet their regulatory and contractual obligations. It
is the sole responsibility of the Data Controller to
notify this data breach to the competent supervisory
authority and, where applicable, to the Data
Subjects.
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S vyjimkou pfipadd vyZzadovanych pfislusnymi
zakony oznamujici strana neucini (ani nedovoli
Zadné treti strané, aby ucinila) Z&dné prohlaeni
tykajici se narusSeni bezpecnosti, které by pfimo i
nepfimo odkazovalo na druhou stranu, pokud k
tomu druha strana neudéli vyslovny pisemny
souhlas.

CGLANEK 10: Kontrola

V pfipadé kontroly ze strany pfislusného
dozorového Ufadu se Spravce a Zpracovatel Udaju
zavazuji vzajemné spolupracovat, zejména si
navzéjem poskytovat veskeré potfebné informace, a
spolupracovat s dozorovym Gfadem.

Zpracovatel udaju bude Spravce udaju neprodlené
informovat v pfipadé kontroly provadéné dozorovym
Ufadem v souvislosti se zpracovanim udajl
Spravcem udaja.

Zpracovatel Udaju se zdrzi pfijimani jakychkoli
zavazkl jeho jménem.

CLANEK 11: Prava Subjektu tdajt

Zpracovatel Udaji poskytne Spravci 0daja, v
zakonem  povoleném  rozsahu, pfiméfenou
soucinnost pfi zajiStovani souladu s povinnosti
Spravce (daji poskytnout Subjektim (dajl
moznost U¢inné vykonavat jejich prava podle
Platnych pravnich pfedpisd o ochrané (dajd,
zejmeéna:

- pravo na pfistup,

- pravo na opravu,

- pravo na vymaz, pravo vznést namitku,

- pravo na omezeni zpracovani,

- pravo na prenositelnost udajd,

- pravo nebyt pfedmétem automatizovaného

individuélniho rozhodnuti.

(dale jen ,Prava Subjektu udajda”).

Spravce U(daju nese odpovédnost za veSkeré
pfiméfené néklady vzniklé v souvislosti s
poskytovanim soucinnosti Zpracovatelem udaju v
oblasti Prav subjektu udajd.

Zpracovatel Udaji co nejdfive, nejpozdéji vsak do
dvaasedmdesati (72) hodin, ozndmi Spravci Gdajd
jakoukoli zadost Subjektu udaju tykajici se vykonu
jeho Prav Subjektu udaju tak, jak jsou podrobné
uvedena v odstavci vySe. Spravce udaji takovou

Except as required by applicable laws, the notifying
party will not make (or permit any third party to
make) any statement concerning the security breach
that directly or indirectly references the other party,
unless the other party provides its explicit written
authorization.

CLAUSE 10: Control

In the event of a control by a competent
supervisory authority, the Data Controller and the
Data Processor undertake to cooperate with
each other, in particular by providing any
information that may be necessary, and with the
supervisory authority.

The Data Processor shall inform the Data Controller
immediately in case of control carried out by a
supervisory authority relating to the Data Controller’s
data processing.

The Data Processor shall abstain from making any
commitment on his behalf.

CLAUSE 11: Data Subject Rights

The Data Processor shall, to the extent legally
permitted, provide reasonable assistance to the
Data Controller in ensuring compliance with Data
Controller’s obligation to provide Data Subjects with
the ability to effectively exercise their rights under of
Applicable Data Protection Law, in particular:

- right of access,
- right of rectification,
- right of erasure, right to object
- right to restriction of processing
- right to Data portability
- right not to be the subject of an automated
individual decision.
(the “Data Subject Rights”).

Data Controller shall be responsible for any
reasonable costs arising from Data Processor’s
provision of Data Subject Rights assistance.

The Data Processor shall, as soon as possible,
without exceeding a maximum of seventy-two
(72) hours, notify the Data Controller of any
request made by a Data Subject in relation to the
exercise of his or her Data Subject Rights as
detailed in paragraph above. Data Controller
may, at its option, handle such requests and the
Data Processor shall reasonably cooperate with

Easytrip BV — PO Box 3010 — NL 3301 DA Dordrecht — Jacobus Lipsweg 120 - 122 — NL 3316 BP Dordrecht
Telefon 31 (0)78 653 06 04 - Faks 31 (0)78 614 67 96 - www.easytrip.eu — info.eu@easytrip.eu

K.v.K.nr. 23076059 — nr VAT NL 8060.81.016.B03

Dane banku: ABN-AMRO Bank Rotterdam — IBAN: NL87ABNA0421531894 — BIC: ABNANL2A



<> easy

zadost podle svého uvazeni vyfidi a Zpracovatel
Gdaju je v souvislosti s takovymi Zadostmi povinen
se Spravcem Udaji pfiméfené spolupracovat a byt
mu napomocen pfi plnéni jeho povinnosti podle
Platnych pravnich pfedpisG o ochrané udajd.
Zpracovatel udaju mize na zadost Subjektu udaju
reagovat pouze na zakladé pokynl Spravce udaja.

CLANEK 12: Povéfenec pro ochranu osobnich
udaji (DPO)

Zpracovatel udaji jmenoval Povérence pro ochranu
osobnich Udajl, ktery fidi jeho dodrzovani smérnice
GDPR a kterého Ize kontaktovat na adrese:

- DPO.EGIS@EGIS.FR

- EGIS SA / DPO, pravni oddéleni, 15
avenue du centre, CS 20538 Guyancourt,
78286, SAINT QUENTIN- EN-YVELINES,
FRANCIE.

Spravce Udajd jmenoval Povéfence pro ochranu
osobnich Gdajl, ktery fidi jeho dodrzovani GDPR a
kterého Ize kontaktovat na adrese:

- e-mail:

- adresa:

Kazda ze Stran se zavazuje informovat druhou
Stranu v pfipadé zmény udajd jejiho DPO.

CLANEK 13: Vraceni a vymaz Gdaj

Po ukonéeni Dohody Zpracovatel Gdajd, podle
volby Spravce Udajl, vymaze nebo vrati vSechny
Osobni Udaje a vymaze existujici kopie, pokud
nebude zavaznym pravidlem vyplyvajicim z
prava Unie nebo clenského statu, které se
vztahuje na operace zpracovani podle této
Dohody, vyzadovano jinak.

and assist Data Controller in the execution and
fulfilment of its obligations under Applicable Data
Protection Law in relation to such requests. The
Data Processor may only respond to the request of
a Data Subject on the instructions of the Data
Controller.

CLAUSE 12: Data Protection Officer (DPO)

The Data Processor has appointed a DPO to
manage its compliance with the RGPD, which can
be reached at:

- DPO.EGIS@EGIS.FR
- EGIS SA / DPO, Legal Department, 15
avenue du centre, CS 20538 Guyancourt,
78286, SAINT QUENTIN-EN-YVELINES,
FRANCE.
The Data Controller has appointed a DPO to
manage its compliance with the GDPR, which can
be reached at:
- email:

— address:

Each Party undertakes to inform the other Party in
the event of a change in the data of its DPO.

CLAUSE 13: Restitution and deletion of Data

At the end of the Agreement, the Data
Processor shall, at the choice of Data
Controller, delete or return all Personal Data
and delete existing copies unless a mandatory
rule resulting from Union law or Member State
law applicable to the processing operations
hereunder requires otherwise.
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Zpracovatel udajd ma pravo uchovavat
anonymizované U(daje pro Ucely statistického
zpracovani, a to i po ukonéeni smlouvy.

Pokud pravo Unie nebo ¢&lenského statu vyzaduje
uchovavani Osobnich (daja, bude o tomto
pozadavku Zpracovatel udaju informovat Spravce
udaja.

Zpracovatel idaji Spravci tdajl, na prvni pisemnou
Zadost, dod4 dukaz o vymazani udaju.

CLANEK 14: Umisténi Gdaju [Poznamka: servery
se nachazeji ve Francii, Nizozemsku nebo Italii]

Pro Uc&ely pInéni této Dohody nebudou zadné udaje
umistény mimo Francii nebo Evropskou unii. V
tomto ohledu plati, ze v pfipadé, ze by vSechny
Udaje, nebo jejich ¢ast, mély byt uloZzeny na
serverech umisténych vzemich mimo Gzemi
Evropské unie, musi tyto zemé poskytovat
dostateCnou a pfiméfenou Uroven ochrany podle
GDPR.

Zpracovatel Udaju bude Spravce udaji informovat o
umisténi Osobnich udaju.

CLANEK 15: Preshraniéni datové toky

Zpracovatel udajd musi dodrZovat zdokumentované
pokyny Spravce Udaji tykajici se pfenosu Osobnich
Gdaja do treti zeme.

Pfenos Udaju mimo Evropsky hospodarsky prostor
povoluje Spravce udaji, pokud je v souladu s
nasledujicimi ustanovenimi:

- Jakékoli pfedani 0daju  kancel&fi
Zpracovatele Udaju se sidlem v zemi mimo
Evropsky hospodarsky prostor, pro kterou
Evropskd  komise  rozhodnutim o
odpovidajici ochrané nestanovila, Zze
poskytuje odpovidajici Uroven ochrany
(,Treti zemé"), a jakékoli nasledné predani
ve Treti zemi se musi Fidit standardnimi
smluvnimi dolozkami pfijatymi Evropskou
komisi dne 5. Ginora 2010 nebo dolozkami
srovnocennym obsahem jako tyto
standardni dolozky.

Data Processor has the right to keep the
anonymized data for statistical processing purposes,
including at the end of the contract.

If Union law or Member State law requires the
storage of personal data, the Data Processor shall
inform the

Data Controller of this requirement.

The Data Processor shall provide the Data
Controller, at first written request, proof of deletion of
the Data.

CLAUSE 14: Data Location [Note: servers are
located either in France, the Netherlands or Italy]

For the execution of the Agreement, no Data will be
hosted outside France or the European Union. In this
respect, in the event that all or part of the Data
should be stored on servers located in countries
outside the territory of the European Union; these
countries must offer a sufficient and adequate level
of protection, according to the GDPR.

The Data Processor shall inform the Data Controller
of the location of Personal Data.

CLAUSE 15: Cross-border data flows

Data Processor shall comply with Data Controller’s
documented instructions concerning the transfer of
Personal Data to a third country.

Data transfers outside the European Economic Area
are authorized by the Data Controller if they comply
with the following provisions:

- Any transfer of Data to a Data Processor office
domiciled in a country outside the European
Economic Area for which the European
Commission has not determined by an
adequacy decision that it provides an adequate
level of protection ("Third Country") and any
subsequent transfer in a Third Country must be
governed by the Standard Contractual Clauses
adopted by the European Commission on 5
February 2010 or by clauses having an
equivalent content to these standard clauses.
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CLANEK 16: Audit

Spravce (daju muze na své vlastni naklady, ne
Castéji nez jednou za dvanéct (12) mésica, provést
audit Technickych a organizaénich bezpecnostnich
opatfeni pfijatych Zpracovatelem udaj.

Tento audit mize byt proveden interni auditni
strukturou Spravce Udaju nebo nezavislou externi
firmou za predpokladu, ze tato firma sama
nevykonava ¢innost konkurujici ¢innosti
Zpracovatele 0daju nebo neni pravné propojena s
konkurenéni firmou.

Pokud Zpracovatel Gdaji uvede objektivni divody,
pro¢ se domniva, Ze auditorska spole¢nost vybrana
Spravcem udaji neposkytuje dostatecné zaruky
nezavislosti a nestrannosti, bude opravnén
odmitnout provedeni auditu touto tfeti stranou.

Spravce (daju déle bere na védomi, ze jeho
zaméstnanci nebo zaméstnanci vybrané nezavislé
auditorské spolecnosti budou po celou dobu trvani
auditu dodrzovat a plnit povinnosti a pravidla
bezpecnosti a daveérnosti jim sdélend
Zpracovatelem (daji. Spravce udaju zajisti, aby
audit nezpusobil zadné naruSeni nebo preruseni
¢innosti Zpracovatele udaju.

Zpracovatel idaju a auditorska spole¢nost budou
muset prfedem uzavfit dohodu o zachovani
davérnosti.

Spravce U0daju je povinen Zpracovatele dajl
pisemné informovat o svém zaméru nechat provést
takovy audit a o totoznosti vybrané auditorské
struktury v pfipadé externi firmy a o zamysleném
planu auditu, a to tficet (30) kalendafnich dnu
pfedem. Lhata pro toto ozndmeni muze byt po
vzajemné dohodé Stran zkracena.

Pfed timto auditem Spravce Udaji poskytne dikaz o
totoznosti a titulu svych zaméstnancd nebo
odbornikl vyslanych nezavislou auditorskou firmou.

Audit provadény Spravcem Udaji se bude tykat
pouze dodrzovani smluvnich zavazk( Zpracovatele
Udaji  voblasti  ochrany Osobnich  (daju.
Zpracovatel udaju se tam, kde je to vhodné,
zavazuje umoznit auditordm pfistup na misto ur¢ené
k pInéni pfislusné(ych) smlouvy(smluv), v dobré vife
s nimi spolupracovat a poskytnout jim veSkeré
potfebné informace. Ustanoveni tohoto ¢lanku
nicméné nevyzaduji, aby Zpracovatel udaji sdélil
Spravci Udaju a/nebo jeho auditordm jakékoli
informace jakéhokoli druhu, které Zpracovatel (dajl
jiz dfive sdélil nebo jinak utajil svym jménem,

CLAUSE 16: Audit

The Data Controller may, at his own expense, at no
more than once every twelve (12) months, carry out
an audit of the Technical and organizational security
measures taken by the Data Processor.

This audit may be carried out by an internal audit
structure of the Data Controller or by an independent
external firm, provided that the latter does not itself
also carry out an activity competing with the activity
of the Data processor or has no legal link with a
competitor.

If the Data processor provides objective reasons to
consider that the audit firm chosen by the Data
Controller does not offer sufficient guarantees of
independence and impartiality, it will be entitled to
refuse that the audit be carried out by this third party.

The Data Controller further acknowledges that his or
the staff of the independent audit firm selected will
adhere to and comply with the obligations and rules
of security and confidentiality communicated by the
Data Processor throughout the duration of the audit.
The Data Controller shall ensure that the audit will
not cause any disruption or discontinuity of Data
Processor' activities.

A confidentiality agreement will have to be signed in
advance between the Data Processor and the audit
firm.

The Data Controller must inform the Data Processor
in writing of his intention to have such an audit
carried out and of the identity of the audit structure
chosen in the case of an external firm and of the
audit plan envisaged, subject to a thirty (30) calendar
days' notice. Such notice may be shortened by
mutual agreement between the Parties.

Prior to this audit, the Data Controller will
communicate the proof of identity and title of his
employees or experts seconded by the independent
audit firm.

The audit carried out by the Data Controller will only
concern the respect of the Data Processor
contractual commitments in terms of Personal Data
protection. The Data Processor undertakes, where
applicable, to allow auditors access to the site
assigned to the performance of the contract(s)
concerned, to cooperate in good faith with them and
to provide them with all necessary information.
Nevertheless, the provisions of this article do not
require the Data Processor to disclose to the Data
Controller and/or its auditors any information of any
kind previously disclosed or otherwise kept
confidential by the Data Processor on its own behalf,
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jménem kteréhokoli ze svych obchodnich partneri
nebo jakékoli jiné osoby v jakékoli funkci. V dusledku
toho maze Zpracovatel udajl, podle svého vlastniho
uvazeni, odepfit Spravci 0daju a/nebo jeho
auditordm pfistup k jakémukoli informacnimu
systému (v€etné databazi a serverd) a k jakémukoli
souboru, dokumentu, Udaji nebo jiné informaci
tykajici se Chranénych informaci. Zpracovatel udajt
Spravci udaju rozsah tohoto odmitnuti pisemné
oznami.

Zpracovateli Udaju bude co nejdfive poskytnuta
kopie auditorské zpravy. Tato zprava bude poté
podrobena oponentnimu pfezkumu. V pfipadé, Ze
auditorskd zprava odhali poruSeni povinnosti
Zpracovatele udaja vyplyvajicich z této Dohody,
zavazuje se Zpracovatel udaju na vlastni naklady co
nejdfive provést nezbytna napravna opatreni. Pokud
zavéry auditu obsahuji doporuceni, budou co
nejdfive oponentné prezkoumany podminky jejich
realizace.

CLANEK 17: Zmény

Strany nesmi tuto Dohodu ménit, s vyjimkou
aktualizace udaji uvedenych v Pfiloze 1, kdy v
takovém pfipadé budou v pfipadé potieby
informovat Povéfence pro ochranu osobnich Udaju.
To nevylu€uje, aby Strany v pfipadé potfeby pridaly
dalsi obchodni dolozky, a nema to vliv na smlouvu
mezi Spravcem a Zpracovatelem udaju. V
pfipadech, kdy dojde k rozporu pfi vykladu téchto
dohod, ma prednost tato Dohoda.

CLANEK 18: Rozhodné pravo

Tato Dohoda se ve vSech ohledech fidi a bude
vykladana podle zdkonl vztahujicich se na smlouvu.
Strany se timto podfizuji soudni pravomoci
stanovené ve smlouvé.

Datum:
Podpis a razitko spole¢nosti Klienta

Precteno, schvaleno a podepsano
Misto rezidence

Podpis

that of any of its business partners or any other
person in any capacity whatsoever. Consequently,
the Data Processor may, at its sole discretion, deny
the Data Controller and/or its auditors access to any
information system (including databases and
servers) and to any file, document, data or other
information relating to the Protected Information.
The Data Processor shall notify the Data Controller,
in writing, scope of this refusal.

A copy of the audit report will be provided to the Data
Processor as soon as possible. The report will then
be subject to an adversarial review. In the event that
the audit report reveals breaches by the Data
Processor of its obligations under this Agreement,
the Data processor undertakes to implement, at its
own expense, the necessary corrective measures as
soon as possible. If the audit conclusions contain
recommendations, their implementation conditions
will be examined contradictorily as soon as possible.

CLAUSE 17: Variation

The Parties may not modify this Agreement except
to update any information in Schedule 1, in which
case they will inform the DPO where required. This
does not preclude the Parties from adding additional
commercial clauses where required and does not
affect the contract between the Data Controller and
the Data Processor. In cases where any conflict
arises in the interpretation of these agreements, this
Agreement shall take precedence.

CLAUSE 18: Governing law

This Agreement shall in all respects be governed by
and interpreted in accordance with the laws
applicable to the contract. The parties hereto hereby
submit to the jurisdiction of the courts as provided for
in the contract.

Date:
Signature and company stamp of the Client

Read, approved and undersigned
Place of residency

Signature
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Priloha 1: Popis a uéely zpracovani osobnich udajl

Zpracovatel udaju maze byt pozadan o zpracovani osobnich Udaji v ramci operaci zpracovani popsanych v tabulce nize:

Operace zpracovani se tykaji jakékoli sluzby uvedené ve smlouveé.

Lo Kategorie
Sluzba Povaha a uéel Typ osobnich ddajt Kateg%rézj‘g”"’ycr‘ Subjektd Gdajii | PFenos mimo EU PHjemci
Obc¢anské udaje,
. |Poskytovanisluzebpro _ identita, Individualni narodni | Zaméstnanci Spravei vozového parku
Pripojent optimalizaci spravy vozového identifikaéni udaje, PR . Ne Zaméstnanci spol. Easytrip
S Udaje klienta A
parku finanéni Gdaje, Subdodavatelé
geolokacni udaje
Obcanské Udaje C . " . I
ox e o ’ Individualni narodni Zaméstnanci Klienti
DPH Pro vybér DPH / spotfebni dan .e'ma.'l.OV% a’d’resg, identifikacni Cislo klienta Ne Zaméstnanci spol. Easytrip
identifikacni udaje
Pro rezervaci mista v trajektu, Ob&anské tdaie
Rezervace vlaku nebo koupi dalni¢ni e-mailova adre{%a, Individuélni narodni Zaméstnanci Turecko, Maroko, Zaméstnanci spol. Easytrip
znamky pro nakladni vozidla . e e e i) identifikacni Cislo klienta Tunisko, Izrael Poskytovatelé sluzeb
< , 4o identifikacni udaje
nasich zakaznikl
Ur€eni pravniho zastupce ve Obcanské udaje,
Francii a poskytnuti identifikacni Udaje, Individualni narodni Zaméstnanci Zaméstnanci spol. Easytrip
Easyrep FR | podrobnych udaji o fidi¢ich profesni kariéra, identifikacni &islo klienta ne Mistni ufad
nakladajicich a/nebo ekonomickeé a finanéni y
vykladajicich ve Francii informace
Uréeni oravni . Obc¢anské udaje,
réeni pravniho zastupce v . e
Italii a poskytnuti podrobnych identifikacni udaje, X ; Zaméstnanci spol. Easytrip
Easyrep IT udait o fididich nakladaiicich profesni kariéra, Individualni narodni Zamgstnanm ne Mistni ufad
rabo VKIAdai oot v AT ekonomické a finanéni | identifikacni &islo Klienta y
y ! informace
L Otevfeni U¢tu mytného Ob¢anské udaje, e-mail, N Zaméstnanci Zaméstnanci spol. Easytrip
Mytne u (poskytovatel) identifikacni udaje NEUPLATNUJE SE klienta ne Poskytovatelé sluzeb
Informovani klientské
Komunikace | databaze o stavajicich Obcanske Gdaje, | \eyp| ATNUJE SE | Z8Mestnanci | \iep| ATNUJE SE o
sluzbach v portfoliu a novych identifikacni udaje klienta Klienti
prilezitostech. Zameéstnanci spol. Easytrip
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Schedule 1: Description and purposes of the processing of personal data

The Data Processor may be required to process personal data in the context of the processing operations described in the table below: The processing operations relate
to any service as referred to in the contract.

Sensitive Data Categories of data
Service Nature and purpose Type of Personnal Data category subjects Transfer outside UE Recipients
Civil data, identity, identifying Client’s employees
. ) information, financial data e .
Provide a service for fleet . ’ Individual national Fleet managers
Connect management optimization geolocalisation data data No Easytrip Employees Subcontractors
Client's employees
. . . . Individual national
VAT to Collect VAT / Excise amount | C'Vil data, email address identifying | %0 iic ation No
information
number
Clients Easytrip Employees
Client's employees Turkey
to book a place in a Ferry, a train or - . - ) Morocco
. . { Civil data, e mail, address Individual national -
Booking to buy a wggjstiir:grgucks of our identifying information identification Tunisia Israel
number Easytrip Employees Providers
Civil data, identifying information Client's employees
Professional life
Easyrep FR designate a Legal representative in | Economic and financial information | Individual national no Easytrip Employees Local
y France and provides detailed data identification Authorities
of the Drivers that load and/or number
unload in France
Civil data identifying information Client's employees
Professional life
Easyrep IT designate a Legal representative in | Economic and financial information |  Individual national o Easytrip Employees Local
yrep Italy and provides detailed data of identification Authorities
the Drivers that load and/or unload number
in Italy
Client's employees
Opening of Tolls account at Civil data, email, identifying N/A . .
Toll (Provider) information no Easytrip Employees Providers
Inform the client database about the N/A Client's employees
Communication existing porggggiusﬁtri\gges and new civill data; identifying information N/A Clients Easytrip Employees
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Doba trvani: Doba zpracovani provadéného
Zpracovatelem Udaju je omezena na dobu
poskytovani sluzeb stanovenou ve smlouvé a v
zadném pfipadé nesmi prekrocit dobu platnosti
smlouvy plus pFislusné zakonné promlcéeci Ihaty.

Duration: the duration of the processing carried out
by the Data Processor is limited to the duration of
performance of the services provided for in the
contract and cannot in any event exceed the
duration of the contract plus the applicable statutory
limitation periods.
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Priloha 2: Technickd a organizaéni bezpeénostni

opatieni prijata Zpracovatelem udajl:

Nize jsou popsany prostfedky pouzivané
Zpracovatelem Kk zajisténi bezpecnosti a
daveérnosti Udaji:

- fyzické zabezpeceni:

o Pristup do datového centra je
chranén. Je zaveden interni postup a
fyzické prostredky zajistujici, aby do
této mistnosti neméla pfistup zadna
cizi nebo neopravnéna osoba.

Fyzicky pfistup do prostor Zpracovatele udaju
je chranén.

- logické zabezpeceni:

o Zpracovatel udaji zarucCuje, ze vzal v
Uvahu pozadavky na pocitacovou
bezpecnost, a zavazuje se zavést
veSkeré technické prostiedky v
souladu s nejmodernéjSimi poznatky
tak, jak jsou nezbytné k zajisténi
logické bezpecnosti pfistupu k
pocitacovym aplikacim a
hostovanym datim a k zabranéni
jakémukoli vniknuti neopravnénych
osob, at’ jiz je povaha nebo pouzita
technika jakakoli.

o VSechny kritické systémy, tj. systémy
zajistujici  kritické  funkce, jsou
redundantni.

o Je definovan, implementovan a
monitorovan plan zalohovéani dat.

o Je definovan plan obnovy po
zavazné havarii.

o VS8echny toky jsou sledovany. Tyto
stopy obsahuji ¢asové razitko toku,
jeho odesilatele a pfijemce a funkéni
povahu vymény.

o Pristupova prava k aplikacim jsou
aktérdm pfidélovdna pfisné na
zakladé potfeby a jsou zalozena na
sprave roli a uzivatelskych profild.

V8echny pracovni stanice jsou chranény
pravidelné a automaticky aktualizovanym
antivirovym softwarem.

- organizacni zabezpeceni:

o Pracovni smlouvy zaméstnanci
Zpracovatele udaju obsahuji
ustanoveni o divérnosti a pouzivani
pracovni stanice.

o Subdodavatelské  smlouvy  se
spole¢nostmi, které jsou povéreny
hostovanim, dohledem a udrzbou

Schedule 2: Technical and organizational security
measures taken by the Data Processor:

The means used by the Data Processor to ensure
the security and confidentiality of the data are
described below:

- physical security:

» Data center access is protected. An internal
procedure and material means are put in
place to ensure that no outsider or
unauthorised person can access this room.

Physical access to Data Processor’s premises is
protected

- Logical security:

o Data Processor guarantees that it has taken
into account the computer security
requirements and undertakes to implement
all technical means in accordance with the
state of the art, necessary to ensure the
logical security of access to computer
applications and hosted data and prevent
any intrusion by unauthorized persons,
whatever the nature or technique used.

o All critical systems, i.e. systems hosting
critical functions, are redundant.

o A data backup plan is defined, implemented
and monitored.

o A major disaster recovery plan is defined.

o All flows are traced. These traces contain
the time stamp of the flow, its sender and
recipient, and the functional nature of the
exchange.

o Application access rights are assigned to
the actors as strictly necessary and are
based on role and user profile management,

All workstations are protected by regularly and

automatically updated anti-virus software.

- Organizational security:
o The employment contracts of Data

Processor’s employees include
confidentiality and workstation usage
clauses.

o The subcontracting contracts with
companies in charge of the hosting,
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systém(, obsahuji ustanoveni tykajici se

bezpecnosti a dlvérnosti.

Zpracovatel Udaji muze zménit prostfedky
pouzivané k zajisténi bezpecnosti a davérnosti
Udaji asouborl. V takovém pfipadé se
Zpracovatel (daji zavazuje nahradit je
pfinejmensim rovnocennymi prostredky.

Spravce 0daja maze rovnéz pozadovat zmény
opatfeni tykajicich se bezpecnosti a ddvérnosti,
pokud to vyzaduji zakony, Ufady nebo interni
auditofi.

V pfipadé auditu ochrany udaji provadéného
samotnym Spravcem Udajd v prostorach
Zpracovatele udaju Ize upozornit na jakoukoli
zménu prostfedkl pouzivanych k zajisténi
bezpecnosti a divérnosti dajd. Spravce udaju
se zavazuje specifikovat zvlastni bezpecnostni
opatfeni, ktera povazuje za nezbytna vzhledem
k povaze a rizikim spojenym se zpracovanim.
Vysledkem zavedeni téchto  zvlastnich
bezpecénostnich opatfeni Zpracovatelem udajd
bude analyza, zejména z hlediska technické
kompatibility a proveditelnosti, a pfipadné
cenova nabidka.

supervision and maintenance of the
systems include clauses relating to security
and confidentiality.
The Data Processor may change the means used to
ensure the security and confidentiality of data and
files. In this case, the Data Processor undertakes to
replace them by means that are at least equivalent.

The Data Controller may also require amendments
to the security and confidentiality measures, if
required by law, authorities or internal auditors.

In case of a data protection audit conducted by the
Data Controller itself at Data Processor’s premises,
any change of any means used to ensure data
security and confidentiality may be raised. The Data
Controller undertakes to specify the special security
measures that it considers necessary in relation to
the nature and risks associated with the treatment.
The implementation of these special security
measures by the Data Processor will result in an
analysis, especially in terms of technical
compatibility and feasibility, and, if appropriate, a
quotation.
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